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Abstract

The accelerated growth of networking technologies highlights the importance of Authentication and Access Control (AAC) as pro-
tection against associated attacks. Controlling access to resources, facilitating resource sharing, and managing user mobility are
some of the notable capabilities provided by AAC methods. Centralized methods are the most common deployment architectures,
that can be threatened by several attacks at their central points. Emerging Distributed Ledger Technology (DLT) has attracted sig-
nificant interest in the AAA community. The distributed nature of DLT and its immutability can bring unprecedented opportunities
to resolve many of the challenges of conventional systems. We survey the state-of-the-art in deploying authentication and access
control approaches via DLT for several networking use cases. More precisely, we explore DLT applications in 1) Authentication;
2) Access Control; and 3) Comprehensive AAC solutions. First, we present the challenges of centralized solutions and discuss the
capability of DLT for their resolution. Then, we propose a taxonomy to categorize the existing methods. Analysis, comparison,
and discussion on the advantages and disadvantages of these methods have been provided regarding different parameters such as
DLT types, AAC approaches, security, reliability, scalability, etc. While DLT provides various benefits, several challenges remain
for the migration to DLT-based AAC. In light of these general limitations, we propose some future directions, targeting the current
lacunae and future needs.

Keywords: Authentication, access control, networking applications, distributed ledger technology, Blockchain, smart contract,
security, privacy, taxonomy.

1. Introduction

Due to the dramatic increase in the application of network-
ing technologies, controlling access to resources is one of the
vital challenges to be addressed. Authentication and Access
Control (AAC) mechanisms play an undeniable role in resolv-
ing security and privacy problems. Authentication and access
control complement each other in the process of providing legit-
imate access to a shared resource and strengthening network se-
curity [1]. Authentication is the act of verifying that the subjects
(i.e., someone/something that wants to use a resource) are what
they claim to be and that they are known by the system. Access
control (authorization) is the process of accepting or denying
the access request of an authenticated subject to a specific ob-
ject (i.e., resources that the subject wants to use) [2].

With the increasing importance of AAC, various solutions
have been proposed. A considerable part of the literature is
dedicated to centralized systems. Despite the low complexity
in the implementation of such methods and their high perfor-
mance, they suffer from a single point of failure, the risk of pri-
vacy leakage in third-party agents, low scalability, high main-
tenance costs, and lack of audibility/transparency [3]. Any so-
lution bringing high fault tolerance, integrity, non-repudiation,
low maintenance cost, traceability, and permanency would be a
solid candidate to change the future of AAC.

Distributed Ledger Technology (DLT) offers these unprece-

dented opportunities to potentially revolutionize AAC. Blockchain
technology (as the first extension of DLT) [4] emerged in 2008
to support cryptocurrencies. In 2014, with the first implemen-
tation of smart contracts [5, 6], Ethereum made its first appear-
ance. These technologies are changing many aspects of busi-
ness models, management, and operations in the IoT [7, 8],
smart cities [9, 10], cloud computing [11, 12], edge comput-
ing [13], fog computing [14], industry 4.0 [15], big data [16],
etc. The AAA community also benefits from DLT in a variety
of network technologies (i.e., communication networks, cloud
computing, the IoT and smart cities, etc.).

In this article, we review the current DLT-based AAC meth-
ods for different networking applications. It is important to
mention that, due to the higher maturity of Blockchain (rather
than other DLT platforms), the majority of proposed methods
use Blockchain and smart contracts. Based on our findings,
we propose a taxonomy for classifying the existing approaches
based on their characteristics (e.g., their approach to using DLT,
the role of DLT in their solution, and DLT types). Moreover,
we list their advantages and disadvantages concerning security
capabilities, time consumption, cost-effectiveness, and perfor-
mance. This information guides us to suggest several future
directions.

A summary of paper organization is depicted in Fig. 1.
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Figure 1: Organization of the paper

1.1. Related Works and contribution

Many efforts to benefit from the advantages of DLT have
been proposed recently for diverse use cases, and several pa-
pers survey this technology from different perspectives [17, 18].
The works in [9, 19, 20, 21, 22, 23] review Blockchain appli-
cations in the IoT and smart cities. Gai et al. [12] is focused
on Blockchain in cloud computing, while the cloud of things is
investigated in [11]. Edge computing and Fog computing sys-
tems and their challenges in Blockchain are surveyed in [13, 24]
and [14], respectively. Blockchain applications for 5G and be-
yond in various aspects of user/entity connections to the net-
work, such as identity management, authentication, and net-
work slicing are surveyed in [25, 26]. Moreover, Perez et al.
[27] surveyed smart contract-based crowd-sourcing methods to
improve security and privacy-preserving.

From the security perspective, Salman et al. [28] surveyed
the Blockchain-based approaches for several security services.
Although this paper is marginally similar to this work, there
are several fundamental differences. For instance, [28] is fo-
cused on various Public Key Infrastructures (PKI) for authen-
tication solutions based on Blockchain, while we target differ-
ent authentication methods (rather than only PKI-based solu-
tions). Moreover, the access control in [28] is briefly discussed
about Blockchain-based access control lists (ACLs), while we
comprehensively surveyed a variety of Blockchain-based ac-
cess control methods. Furthermore, while we consider the ap-
plication environment in which Blockchain is used and the role
of Blockchain in the procedure, these types of analyses are not
provided in [28]. Lim et al. [29, 30] investigated Blockchain’s
benefits in identity management and authentication. Our previ-
ous works [31, 32] briefly survey this area, with more limited
analysis. Moreover, [33, 34, 35] surveyed the Blockchain in
information systems management, privacy, and security.

Although DLT and its applications have been covered by
many surveys (some of them are mentioned previously), our

study offers the following unique contributions:

1. To the best of our knowledge, this is the first work explor-
ing DLT usage, particularly in authentication and access
control for networking technologies and applications;

2. It offers a systematic and taxonomic approach to survey-
ing the state of the art to better categorize the methods;

3. The challenges in using DLT for AAC methods are stud-
ied; moreover, the efficiency and limitations of the exist-
ing solutions are discussed. The outputs of the analyses
are our support for suggesting several directions for fu-
ture works in the AAC and DLT communities;

4. This survey’s analysis of DLT and its impact on AAC
mechanisms in terms of security, privacy, performance,
etc., can help researchers to determine the best solutions
for their future projects; and

5. The proposed future directions are considered separately
for two evolved communities (DLT and AAC). This sep-
aration can help each community to better determine its
role in this process.

We compared our survey with other related works in Table
1. In this table, we only compared the relevant studies in which,
at least, an overview of authentication or access control using
DLT is provided. As listed in the table, our paper brings more
advantages regarding the analysis of the proposed method in
terms of different criteria and the focus on the existing methods
in the networking field. Moreover, we studied the state of the
arts more comprehensively from 2014 to 2022.

1.2. Survey approach

In this paper, we undertake a Systematic Literature Review
(SLR) approach [36, 37] to analyze the existing DLT-based AAC
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Table 1: Comparison among existing surveys related to AAC methods based on DLT

Params [28] [29] [31, 32] [33] [21] [35] [25] This Survey

Targeted application do-
mains for Authentication

PKI-based meth-
ods in IoT and
decentralized
sensor networks.

Commercial
authentication
methods

Cellular net-
works, IoT,
healthcare, and
cloud computing

Authentication
in informa-
tion systems

IoT use-cases
Authentication
methods for
IoT use-cases

Authentication
methods in 5G
(two specific
examples)

IoT, Telecom,
Smart healthcare,
WSNs, ICN, and
Cloud

Targeted application do-
mains for access control

ACL-based
methods in IoT
and cloud

Access control
methods are not
surveyed

Cellular net-
works, IoT,
healthcare, and
cloud

Access
control in
information
systems

IoT use-cases IoT use-cases
Access control
methods are not
surveyed

IoT, Telecomm,
Smart healthcare,
ICN, and Cloud
computing

Indicating AAC use cases
in application domain++

No No No No No No No Yes

Security Privacy analysis Yes No No No No Analysis No Analysis�
Security analy-
sis No No No No No No Limited Yes

Method
analy-
sis

AAC type No No No No No No No Yes
DLT approach�� No No No No No No No Yes
AAC step�� No No No No No No No Yes
Use-case�� No No Yes No No No Yes (5G) Yes
AAC purpose�� No No No No No No No Yes
DLT network�� Yes Yes No No No No No Yes
DLT type�� No Yes No No No No Yes Yes

Analyzing pros and cons
of the surveyed methods

No No No No No Yes No Yes

Analyzing DLT opportuni-
ties for existing AAC

No No No No Yes No Yes Yes

Comparison among sur-
veyed DLT-based AAC
methods

Yes No No No No No Yes Yes

Taxonomic review No No Yes No No No No Yes

Related to networking field Yes No No No No No Yes Yes

Providing future direction Yes+ No No No for AAC No Yes Yes Yes

Future direction for AAC
and DLT communities

No No No No No No No Yes

� In this paper, we analyzed the impact of using DLT for AAC methods on privacy. It is important to mention that the analysis
of the existing DLT-based privacy-preserving methods is not in the scope of this paper.
�� The principal descriptions of these criteria and their definitions are provided in Section 4.
+ In this paper the future directions are not directly discussed, but the challenges of Blockchain technology are provided.
++ For instance in an IoT network, access control use-cases can be the right delegation, data sharing, access to sensors, and network security (See Fig. 4)
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methods and to form a better perception of using DLT in
AAC procedures in different use cases. SLR approach is a
method to identify and evaluate the state-of-the-art in a spe-
cific field using a particular theme [38]. In the SLR process, we
answer the following questions in every step [38]:

1. Research questions: In this step we need to clearly set
the questions which need to be addressed at the end of
the study.

2. Research process: In this step we need to clearly define
the process of our research including the name of utilized
research databases, journals, conferences, subjects, etc.

3. Inclusion and exclusion criteria: In this step we need to
clearly define which type/subjects of retrieved papers in
the previous step are needed to be included in our inves-
tigation, and which of them should be excluded. The
selection can be based on publication type, publication
year, research area, etc.

4. Quality assessment: In this step, we need to define sev-
eral criteria to assess the quality of previously founded
research and select several works based on these criteria.

5. Data collection: In this step we need to clearly define
which type of data is needed to be extracted from the
selected works.

6. Data analysis: In this step we need to clearly define
how to present data in the survey. Moreover, we define
that each information presentation aims to address which
question.

In summary, the SLR procedure is done as follows. Note
that, the detailed procedure is depicted in Fig. 2. First, we per-
formed a systematic literature review by searching all the pa-
pers dealing with comprehensive AAC solutions (both authen-
tication and access control as one method) that relied on DLT
published in journals from 2008 to 2022. This step resulted
in a relatively low number of papers. We then extended our
search by including DLT-based authentication or access con-
trol solutions published in journals, conferences, or as theses in
universities. This search resulted in a large number of methods
in different use cases for a variety of purposes (i.e., more than
200 papers). Next, we filtered the papers that were related to
authentication and access control in networking use cases (e.g.,
some of them only provide a solution for accessing a central
database or physical access to an environment). Finally, after
screening the papers, abstracts, and keywords for general rel-
evance, applications/use cases, and relations to the networking
and communication field, we selected almost 100 articles.

The selected papers (i.e., 98 papers) were read and system-
atically analyzed based on several parameters of AAC systems
(i.e., AAC type, use cases, motivation to use DLT, and the step
of AAC in which DLT is used). It is important to mention that a
majority of the DLT-based AAC methods studied have been im-
plemented based on Blockchain and smart contracts (compared
to other extensions of DLT).

2. Background knowledge

2.1. Background on Distributed Ledger Technology
DLT is a general term for technologies that utilize repli-

cated, shared, and synchronized digital data among the users
of private or public distributed computers located on multiple
sites[39]. Immutability, distributed/decentralized nature, con-
sensus, transparency, non-repudiation, and being append-only
are the common feature of all DLTs. Any change in the state or
the value in the ledger can be accomplished through consensus
among the nodes. Increasing the number of nodes participating
in the consensus procedure decreases the probability of monop-
olization of the network by several malicious nodes. Also, with
more extracted blocks, the immutability of the information is
improved [39].

DLT-based platforms can be divided into two main cate-
gories, based on their deployment and access permissions [18].
Permission-less (Public) platforms are accessible to the public,
and anyone can participate in consensus, read the transactions,
and write in the ledger. All of the transaction records are avail-
able to all users. Permissioned platforms can be divided into
two subcategories. Private platform is developed in an organi-
zation based on their needs; Consortium platform can be used
as a distributed and reliable database for pre-defined enterprises
for business-to-business purposes. In permissioned DLTs, only
the eligible nodes, defined by participated organization(s), can
join in the consensus process. So, the user’s anonymity can be
violated. Moreover, the tokens or fees are not mandatory for
the process or validation of transactions.

DLT can be grouped into different categories based on their
data structure [40]. For instance, the three following types of
DLTs are the most well-known variations:

� Blockchain: In 2008, this technology was introduced to
support cryptocurrencies in the financial sector. After the
introduction of smart contracts [6] in 2014 [5], several
applications such as stocks, loans, mortgages, and smart
property were added to Blockchain. The main objec-
tives of smart contracts are to satisfy common contrac-
tual conditions, minimize exceptions both malicious and
accidental, and minimize the need for trusted intermedi-
aries. Blockchain is a distributed ledger, structured into a
linked list of blocks that contain an ordered set of trans-
actions. To create a link with the previous block, each
block uses the hash of the previous block. The number
of transactions in each block can be varied based on the
number of input transactions per second and the difficulty
of the consensus puzzle. In its structure, each block has
a header and a body. Most of the block headers have the
following parameters: 1) a block version; 2) the hash of
the previous block; 3) a hash of the Merkle tree root that
stores the hash amounts of all transactions in the current
block; 4) a timestamp for traceability; 5) a random num-
ber as a nonce; 6) the hash amount of all the data in the
header and body of the current block.

� BlockDAG: Block Directed Acyclic Graph (BlockDAG)
replaced the linked-list structure of Blockchain with the
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Research
Questions

• What are the main networking applications?
• What are the main problems in existing AAC procedures?
• What are the Blockchain’s unprecedented opportunities for AAC procedure?
• What is the Blockchain’s solution to resolve the existing challenges in AAC systems?
• How proposed systems implemented the AAC procedure in their specific use-case in

networking application?

Research process

The research process was a manual search of conferences, journals, and books. For
instance The following journals/ conferences are mostly investigated from different
databases such as googleScholar, Elsevier, IEEEXplore, etc.:

• Future generation computing systems, Journal of super computing, Annals
of Telecommunications, IEEE Access, International Conference on
Computing, Networking and Communications, IEEE Wireless
communications and Networking Conference (WCNC), IEEE International
Conference on Blockchain (Blockchain), Proceedings of the SIGCOMM

Inclusion or 
Exclusion criteria

• The topics should be related to DLT usage in AAC procedure;
• The DLT-based AAC procedures need to cover the networking applications;
• The topics should be published between 2014 and 2022.
• The published papers need to be formal. So, the informal reports and

websites are excluded.
• Duplicate publications are excluded.

Dat analysis

The analysis of the existing papers are tabulated as follows (or shown in figures):
• Listing the solutions provided by DLT to address the existing security

challenges in AAC methods;
• Taxonomy of existing DLT-based AAC solutions based on the AAC

mechanism, DLT application approach, the steps in which DLT is utilized,
and applications and use-cases.

• Comparison of existing DLT-based authentication, access control and
comprehensive AAC methods based on the taxonomy parametes as well
as DLT platform, DLT type, and consensus model in implementation.

• Comparison of existing DLT-based authentication, access control and
comprehensive AAC methods based on their advantages and
disadvantages.

• Providing lesson learned and discussion based on existing challenges in
DLT-based AAC methods.

• Providing future directions for AAC and DLT communities to improve the
DLT-based AAC methods for networking applications

Data collection

• In which Blockchain type and which Blockchain the proposed method is
implemented?

• In which step of AAC procedure Blockchain i used?
• Which use-case in the application is targetted by the authors?
• Which consensus algorithm is used in the system?
• What are the strength point of the proposed method?
• What are the limitation of proposed methods?

Quality
assessment

The papers that passed the following quality criterias are selected
• Is the work clearly define the AAC problem which they aim to resolve?
• Is the paper clearly explain the usage of DLT in the AAC procedure?
• Is the paper impplemented the idea (even partial implementation).

>200

Overall: 96 papers

Authentication (21)
Access control (67)
AAC (8)

150-170

110-130

Figure 2: Survey approach: Systematic Literature Review
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DAG [41]. The main hypothesis of BlockDAG is to serve/
validate transactions and blocks as fast as possible. To
provide consistency in the system, the miners of new blocks
decide on the order of the transactions [42]. Tangle is an
example of BlockDAG [43].

� TDAG: Transaction-based DAG or Block-less DAG re-
moves the concept of the block. The impetus for this
technology is that even in BlockDAG, different blocks
may contain overlapped transactions which can increase
the bandwidth requirements. So, in TDAG, transactions
are linked directly together in the DAG structure, and
there are no blocks at all [40]. IOTA and Nano are two
examples of TDAGs.

2.1.1. DLT features
All of the above-mentioned DLT-based platforms share the

following common characteristics:

� Immutability: it means that no confirmed transaction or
data in DLT can be altered. Thanks to using the hash of
the preceding block, any simple modification in a trans-
action/block requires solving a consensus problem for all
of the subsequent blocks.

� Decentralized and fault tolerant: it means that there is
no central authority to control the network, and failure of
one or several nodes cannot harm the systems’ function-
ality. So, there is no single point of failure in the DLT-
based systems, and they provide high fault tolerance.

� Reaching consensus: all nodes in a DLT can reach a con-
sensus, based on algorithms defined to ensure that all
nodes have the latest version of the ledger. Thanks to
this characteristic, the integrity of data and transactions
is maintained.

� Traceability/ Transparency: it means, in the distributed
ledger, all transactions are available to be seen and tracked
by the nodes. So, all data is always available and trace-
able at any time. This feature can be especially useful in
forensics [44, 45].

� Non-repudiation: it means no one can deny their actions
in the DLT-based networks. Thanks to using the users’
private-key-based signatures on each transaction, the pos-
sibility of action denial can be eliminated.

� Permanence: this feature means that all data in a DLT can
be available at any time (nothing may be removed from
the network).

2.1.2. Consensus Mechanisms
A consensus mechanism is a sequence of steps followed by

all or most of the nodes in a DLT-based system to reach an
agreement on a proposed state or value. The validity, agree-
ment, termination, and fault tolerance are the most important
requirements of consensus mechanisms [46, 39, 47]. The con-
sensus methods can be categorized into three different groups

[48]: 1) compute-intensive based, 2) capability-based, and 3)
voting based. In the following subsections, we briefly introduce
the well-known methods used in the studied AAC solutions.

Compute-intensive based consensus algorithms: These al-
gorithms require a substantial amount of computing resources
to solve the consensus problem. One of the most well-known
examples of this type is Proof-of-Work (PoW)[49, 50] method.
PoW algorithm works based on the framework of a crypto-
graphic block-discovery racing game. Nodes (known as min-
ers) try to solve a mathematically complex puzzle that uses a
tremendous amount of their computational resources. The first
miner, that finds the result, is the winner who can broadcast
the result to all the nodes in the network (i.e., via the gossiping
rule). Bitcoin deployed the PoW protocol [4].

Capability-based consensus algorithms: Due to the energy
inefficiency of compute-intensive-based consensus algorithms,
other alternatives have been proposed. Capability-based algo-
rithms rely on the capabilities of nodes instead of their com-
putational power. Proof of Stake (PoS)[51] is the most well-
known algorithm in this category. In PoS, the block validator
(the only responsible node for generating the next block) is se-
lected based on the stakes it would have(i.e., coins or tokens
owned by a node). Proof of Authority (PoA)[52] is a reputation-
based method in which the reputation of the validator is the
capability parameter. The validators (authorities) in PoA have
formally approved accounts, and their identity is kept public
[53].

Voting-based consensus algorithms: Implementing tech-
nological democracy, in the voting-based consensus algorithms,
the miners and validators are selected based on the voting pro-
cess among network nodes. For instance, Delegated Proof of
Stake (DPoS)[54] relies on selecting delegates (witnesses) in-
stead of the validators of the blocks. The witnesses can be in-
terpreted as trusted nodes in the network, chosen by an election,
to validate the blocks instead of nodes. Another example in this
category is Practical Byzantine Fault Tolerance (PBFT) [55] in
which there is one ”leader” node and several ”backup” nodes.
This method has five steps named “Request”, “Pre-prepare”,
“Prepare”, “Commit” and “Reply”. This method is energy ef-
ficient, but its scalability is limited [39]. Moreover, Raft Algo-
rithm[56] is a consensus method in which, at any time, every
node is in one of the three states as leader, follower, or candi-
date. The leader serves the network until it crashes. When a
leader fails the election process starts to select another ”leader”
from the ”candidate” list. Then the “candidate” requests votes
from other nodes to become a “leader”. Ouroboros [57] is an-
other algorithm in this category that is based on PoS. In this
method, time is divided into fixed-time epochs. In each epoch,
the electors can be selected based on the weight of the stake of
the stakeholder.

The pre-mentioned consensus models are compared in Ta-
ble 2, based on the following parameters [39, 58, 59]:

� Byzantine Failure Tolerance (BFT): The maximum toler-
able rate of Byzantine nodes in the system.

� Scalability: The system’s ability to tolerate the increasing
number of nodes.
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� Throughput/ transaction rate: The average number of
transactions validated in one second.

� Recourse consumption: The number of resources needed
for the operation of the method.

� Recourse type: All types of resources needed to run the
method by a specific node (e.g., computational power,
reputation, stake).

2.2. Background on AAC mechanisms

This section provides an overview of Authentication and
Access Control (AAC) methods. As mentioned earlier, authen-
tication and access control complete each other to build the
foundation of operational networks and applications by provid-
ing secure access to network resources or data.

2.2.1. Overview of Authentication
Authentication is a security mechanism that verifies who is

the client sending the request and that they are the users they
claim to be [2]. This process is accomplished through the fol-
lowing steps: 1) The eligible credentials or identities would be
stored in an authentication server; 2) A registered user sends a
request by providing the required data; 3) The authentication
server records the complete log of the connection request; 4)
The authentication server compares the received data with the
stored identification in a database (verification); and 4) If the
data matches, the verification is successful, and the user can log
into the system (e.g., by providing a login solution). Authenti-
cation procedure can be implemented in different ways;

� Knowledge-based methods rely on the users’ knowledge
about specific questions, such as identities (IDs), pass-
words, PIN codes, etc.

� Possession-based methods operate based on something
that the user possesses; For instance, Radio Frequency
Identification (RFID) card.

� Biometric-based methods rely on one or more physical
features of the user such as fingerprints. These methods
are also termed Inherence-based authentication [61].

� Multi-factor authentication methods combine two or more
different solutions to make the authentication more se-
cure. For example, a user may enter her password and a
security code sent by SMS to her phone.

2.2.2. Overview of access control methods
Access control regulates who or what (i.e., subject) can per-

form which action (or have which permissions) on an object
(e.g., network resource, database) [62]. The access control pro-
cedure is done in three main steps: 1) Policy/ rule definition that
determines the rules of accessing an object. Each rule definition
is varied based on the access control model. 2) Access verifica-
tion, in which the access control server examines the received
access request based on a subject’s permissions. If they match,

an access solution based on the enforcement method will be as-
signed to the subject. 3) Recording access logs, in which all
activities of the subjects and their accesses will be recorded.

In this section, we describe the well-known access control
methods implemented in the investigated articles. Note that,
due to the large quantity of access control models, presenting
and analyzing all of them is out of the scope of this paper.

In Discretionary Access Control(DAC) [63] considers the
owner-based administration of objects. More precisely, the owner
of an object defines the access rules and policies. DAC can
be implemented via an Access Control List (ACL) that defines
which objects can be accessed by which subject with what type
of permission. A similar access control method is Capability-
based Access Control(CapBAC)[64] in which a capability is as-
sociated with each subject and used for access management.
In the CapBAC model, users are granted access permissions
based on an access token, such as a key, a ticket, a credential,
etc. [65]. When a system aims to manage a large number of
assets, CapBAC and DAC decrease the manageability [66]. So,
Role-Based Access Control (RBAC) is developed to resolve this
challenge. It manages the subjects’ access, based on their role
within the system, and also defines what kind of accesses are
associated with the subject of a given role [67].

Moreover, Attribute-Based Access Control (ABAC) [68] is a
logical model that controls access to objects by evaluating some
defined access control rules or policies in terms of the ”subject,
object, action” and ”environment” attributes, that specify the
subject, object, allowed operations of the subject on an object,
and the context in which the access is requested, respectively.
Attribute-based Encryption (ABE) is a novel model of providing
attribute-based access control while preserving data confiden-
tiality [69, 70]. ABE encrypts data without any exact knowl-
edge of the receiver. A user’s secret key and ciphertexts are
dependent upon some attributes. Ciphertext Policy ABE (CP-
ABE) [71] is a popular variant of the ABE method, in which
a user’s secret key is associated with a set of attributes, and a
ciphertext specifies an access policy. Data decryption will only
be possible if the user’s secret key satisfies the access structure
with the associated ciphertext.

2.2.3. Main security attacks on AAC
Several types of attacks can target AAC procedures. Some

of the well-known attacks are described below [72, 73, 74, 75]:

� Password cracking: Attackers try to find the identifica-
tions of legitimate users by recovering them from storage.
The most well-known attacks in this category are brute-
force (checks all possible answers), rainbow (generates
the password hash table in advance), and dictionary (uses
a sample dataset of the most-used passwords).

� Denial-of-Service (DoS)/ Distributed DoS (DDoS): The
purpose of these attacks is to make a resource unavailable
for legitimate users. Request flooding, ping of death, and
SYN flood are well-known DoS/DDoS attacks.

� Man-in-the-Middle (MitM): The attacker relays informa-
tion on behalf of the connection between source and des-
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Table 2: Comparison of Existing Consensus Models

Type Feature BFT Scalability Throughput Resource Resource ExampleMethod consumptiontype
Compute-
intensive PoW 49%(N=2) High low High Computational

power Bitcoin, Ethereum

Capability-
based

PoS 49%(N=2) High Low Moderate Stake Ethereum, peerCoin

PoA [52] 49%(N=2) High Moderate Low Stake/ Reputation VeChain

Voting-
based

DPoS 49%(N=2) High Moderate Moderate Reputation EOS

Raft [60] 49%(N=2) Low Higher than
PBFT Moderate Time Quorum

Ouroboros 33%(N=3) High - Low Stake Cardano

PBFT 33% (N=3) Low High Low None Hyperledger Fabric

tination, without their knowledge, and can alter, modify,
or eavesdrop on their data. Another form of this attack
is the reply attack, in which the attacker stores the user’s
identity data and uses that for subsequent connections.

� Sybil: In this type of attack, the attacker will define mul-
tiple virtual identities to target a network [76]. It means
a single malicious node manages to influence the whole
system using different identities.

� Spoofing: in this type of attack, the attackers impersonate
another identity in the system, aiming to steal data, accel-
erate their privilege, or launch other malicious activities.

3. How DLT can transform AAC

To see how the AAC systems can be transformed by the
emergence of the DLT, we need to identify the weak points of
the existing solutions and the advantages of DLT at that point.
So, the disadvantages of the existing AAC systems, and DLT’s
solution to these challenges are listed below [28, 29]:

� Single point of failure: Because of its centralized na-
ture, the existing AAC systems suffer from a single point
of failure. So, a crash in the centralized point can ex-
tremely affect the performance of the system. Moreover,
it is more possible to compromise the central database.
Thanks to distributed nature of the DLT, there is no need
to have a central authority or database in the DLT-based
systems.

� Compromise of scalability and data integrity: Having a
centralized database brings the highest level of data in-
tegrity. In contrast, it suffers from scalability. Owing
to consensus process in DLT, after reaching consensus
in the system, all nodes have the same ledger and the
same order of transactions. Moreover, because of its dis-
tributed nature, DLT is highly scalable. So, reconciling
the data integrity and scalability is provided in such sys-
tems.

� Low-auditability: Low accountability and auditability are
other security challenges in conventional systems. Us-
ing DLT, because all the transactions are validated and
recorded with a timestamp, it is possible to verify and
trace the previous transactions and logs [18]. So, trace-
ability is provided. Moreover, due to its non-repudiation,
the users’ signature is required at each transaction. There-
fore, no one can deny their action. Furthermore, based on
the immutability of the DLT, no one can change the ac-
cess or authentication logs or certificates in the system.

� Data loss: Centralized storage and server are highly vul-
nerable to data loss. Because vanishing the data in one
storage/server results in losing all data without backup.
Thanks to permanency of DLT, the final state of data is
always available in the ledger of all nodes. This feature
optimizes the advantages of distributed nature and im-
mutability.

Besides its benefits for general challenges in conventional
systems, DLT can improve the security of AAC regarding ex-
isting attack vectors. Table 3 lists the existing solutions in con-
ventional systems to mitigate the attacks targeting AAC meth-
ods, their disadvantages, and the DLT-based solutions for them.
Note that, despite the benefits of using DLT for AAC, there
are some challenges, including 1) limited transaction process-
ing capacity, 2) the lack of scalability in memory and storage,
3) the lack of knowledge about its robustness against different
attacks, and 4) user privacy issues [77]. We will discuss these
problems in Section 8.

4. Taxonomy of DLT-based AAC methods

In this section, we provide a taxonomy of existing DLT-
based authentication, access control, and comprehensive AAC
solutions using the SLR procedure explained in Section 1.2.
Exploiting DLT in the AAC procedures of different use cases
can influence various technologies, based on their specific needs.
First provide the hierarchical architecture of DLT-based AAC
solutions (see Fig. 3) to identify different technologies and their
specific use-cases for AAC procedure.
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Table 3: DLT solution for the main attacks on AAC

Attack conventional solutions Disadvantages of conventional solution DLT-based solution(s)

Pa
ss

w
or

d
cr

ac
ki

ng

Using password-less/multi-
factor authentication

The user identifiers are stored in a central
database and managed by a central author-
ity that is vulnerable to attacks [75, 73, 78].

I) Password-less authentication along with
distributed database for certifications elimi-
nates the security problems of a central

Account locking, after sev-
eral wrong login attempts.

It may result in the locking of a legitimate
user’s account by the attacker.

database [75]. II) Microsoft’s ION [79] and
Bitcoin’s Identity protocol [78, 80], aim to

Delayed response of the
server to slow down the at-
tacker

In large systems will result in high latency. provide secure identifier. III) Self-sovereign
identity [81] is an alternative to central model

Strong password selection. Not user-friendly. of identity management.

D
oS

/
D

D
oS

Using firewalls, IDSs, IPS,
etc. to separate normal traf-
fic and learn from attacks to
avoid a similar pattern.

Can be ineffective because of the growing
complexity and novelty of attacks.

I) The distributed nature of DLT can remove
the single point of failure [75, 78]. II) The
limited request generation rate in DLT makes
DoS/DDoS attacks ineffective [82] in the

Using redundant services to
minimize the impact.

This solution changes the centralized archi-
tecture to a decentralized one.

application layer. Indeed it requires to limit
the block size [72].

M
itM

/
R

ep
ly Using SSL/TLS connections SSL/TLS assumption is the trustworthiness I) The user’s signature on transactions and the

Mutual authentication [73] of the central authority that issued the
server key. If this assumption isn’t satisfied

block time-stamp [83, 84]. II) Owing to
DLT’s immutability, certificates can not be

Adding timestamp and
nonce to packets [85]

the user may see a warning, and if they ig-
nore it, MitM attacks are possible [86].

altered [87, 88]. III) To mitigate reply at-
tacks, the secure identifiers can omit the ses-
sion keys.

Sp
oo

fin
g Multi-factor authentication The same problem of the central database

in password cracking attacks.
I) The immutability of blocks in DLT, leads to
assuring genuine user identity; II) The user’s

mutual authentication The same vulnerability of certificate trust-
worthiness (see MitM attack)

signature on transactions inoculate the system
against spoofing attack [89].

Sy
bi

l

using trusted certificates Depends on the trustworthiness of a central
authority (same as MitM attack)

I) To influence the whole system, the min-
imum number of adversary nodes must be
more than the Byzantine fault tolerance, whi-

Resource testing to en-
sure that the resources are
matched with the number of
unique identities [90].

Is not a solution to eliminating these attacks
(it is a detection solution); Some studies
show this method is ineffective [76].

ch makes the attack more complex [91]. II)
The blocks (containing connection logs) are
traceable [92]. So, an abnormal increase in
the size of a chain can indicate the attack.

The architecture consists of six layers. The lowest layer is
the data layer, which encapsulates the underlying block/transaction
structure (e.g., linked list, DAG, etc.). Above that, the network
layer contains the mechanisms of distributed networking, data
propagation, communication among nodes, and data verifica-
tion based on pre-defined structures (e.g., transaction verifica-
tion via digital signature based on asymmetric cryptography).
Next, the consensus layer mainly focuses on the consensus pro-
tocols of the nodes in the network (e.g., PoW, PBFT, PoS).
These algorithms can have an incentive mechanism to encour-
age the nodes to collaborate in the consensus procedure and
improve the security of the system. The contract layer coordi-
nates the solutions’ functioning based on smart contracts. This
layer brings programmability into DLT. The two top layers in
the architecture, Authentication and Access Control and Appli-
cation, are related to the application of DLT in the desired con-
text or use case (see Section 4.4). The authentication and access
control layer aims to implement different AAC solutions for a
variety of use cases (e.g., IoT, cloud, telecommunication, etc.)

using DLT.
Based on the aforementioned SLR procedure, explained in

Section 1.2, we categorized the existing authentication, access
control, and comprehensive AAC mechanisms based on the four
features shown in Fig. 4 and explained in the following sub-
sections. It is important to mention that, Some studies worked
on authentication and access control as one complete access-
granting mechanism. These studies are discussed in Section 7
and are categorized based on all the mentioned features.

4.1. AAC mechanism

This feature defines the authentication or access control method
implemented in the studied work. As mentioned in Section
2.2.1, Authentication types include Knowledge-based, Possession-
based, Biometric-based, and Multi-factor solutions. Moreover,
the studied access control methods cover DAC, CapBAC, RBAC,
ABAC, and ABE-based solutions that are introduced in Section
2.2.2.
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Figure 3: DLT-based AAC methods in networking applications [9, 93]

4.2. DLT application approach

According to our studies, we identified two general approaches
for using DLT in authentication or access control procedures:

� Several studies use DLT as a distributed database to store
credentials, identities, rules, roles, policies, and access
logs. The main motivations of authors in these methods
are the immutability, integrity, and permanence of DLT.

� In the considerable portion of literature, the authors use
DLT not only as a secure database but also as a decision
point for AAC procedure (e.g., to manage the authentica-
tion process by creating and handling the tokens, to han-
dle the client’s access based on predefined policies, en-
forcing the access decision, and storing the access log).
Note that, in rare cases, the authors used DLT only as
a decision point, not a database. Generally, distributed
nature of DLT, removing the single point of failure, non-
repudiation, permanence, and having programmable con-
tracts, are the main motivations of the authors in these
works.

4.3. In which step DLT is used

The authentication procedure can be done in four main steps:
1) log request to the system, 2) verification of the identity, 3)
providing login solution, and 4) recording the access logs. In
our study, we found out that rather than using DLT as a dis-
tributed database for the credentials and identities, it can be
used in three steps out of the four aforementioned steps. It
means the DLT (and more specifically smart contracts) can be
used for verification of the user’s identity to access the system,

to issue a one-time token for the user’s access, and to store the
logs (i.e., log management).

The access control procedure can be executed in three main
steps: 1) rule/ policy definition, 2) access verification, and 3)
recording of the access logs. In our study about DLT-based ac-
cess control solutions we concluded that the existing methods
are using this technology for different purposes: 1) defining the
access policies and rules in smart contracts, 2) storing the ac-
cess rules/policies in smart contracts or Blockchain as a tamper-
proof solution, 3) verification of the user’s access request, 4)
enforcement of access control decision, and 5) recording the
access logs.

4.4. applications and Use-cases
Generally, enhancing system security against unauthorized

access to data or resources is crucially dependent on AAC. How-
ever, in certain contexts, there are additional specific applica-
tions. For instance, in WSNs and IoT, the AAC procedure
would be required in the mobility management of the nodes,
while in cloud computing, it would accomplish the goal of shar-
ing the resources. So, the following networking applications
and their related use cases were identified for AAC methods.
Note that, this section aims to expand the ”Application layer”
of Fig. 3.

� Internet of Things (IoT): The IoT refers to the intercon-
nection among many context-aware products designed to
collect, process, and communicate the data to make intel-
ligent decisions [94]. IoT devices contain critical data for
different environments such as smart cities, smart homes,
wearable, and Wireless Sensor Networks (WSN). Access
to these data requires secure solutions to preserve privacy
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Figure 4: Taxonomy of existing AAC methods based on DLT.

and assure security. The applications of DLT-based AAC
in the IoT include (but are not limited to): 1) network se-
curity; 2) mobility management of nodes in WSNs through
different clusters; 3) providing secure access to the sensor
data in smart homes/ cities; 4) the right delegation.

� Cloud computing: Cloud computing is a model for en-
abling ubiquitous, convenient, and on-demand network
access to a shared pool of configurable computing re-
sources [95]. DLT and cloud computing are new ad-
vanced technologies that have a high potential for strength-
ening performance, security, and privacy in current web-
based applications [12]. DLT-based AAC in a cloud en-
vironment has been targeted by several researchers as
a means to 1) improve network security; 2) share the
resources of the cloud computing environment, such as
computing power and memory; 3) access the resource-
sharing logs; and 4) facilitate data sharing in the cloud

environment.

� Cellular networks and Telecommunication: Along with
other technologies, telecommunication, and cellular net-
works can benefit from the advantages of DLT-based au-
thentication and access control. Recent studies seek to
deliver the following services in using DLT for AAC: 1)
mobility management among different service and net-
work providers; 2) provide self-organized access to the
network; 3) enable medium access control by replacing
new solutions with other existing methods such as Aloha
[96]; 4) network resource sharing; 5) provide DLT-based
user connections to the Wi-Fi access points instead of
using knowledge-based authentication; and 6) generate
DLT-based unique identities for users.

� Smart Healthcare: Smart Healthcare is involved with all
type of technologies (e.g., IoT sensors) that leads to bet-
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