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Abstract. To address the new paradigm of future servicamjdclcomputing
will be essential for integrating storage and cotimgu functions with the
network. As many new types of devices will be carteeé to networks in the
future, it is very important to provide ubiquitongtworking capabilities for
“connecting to anything” between humans and objtxtsealize the Internet of
Things (I0T). This paper introduces several chaléenfor the cloud computing
in telecom perspectives and ubiquitous networkiagabilities to support the
IoT. For this, we present the basic concepts aedgnt our vision related to
this topic. In addition, we clearly identify chatadstics and additional
capabilities to support key technologies to be usedthe 10T. For various
services using ubiquitous networking of 10T, we goee the cloud-based loT
which aims to efficiently support varies servicesing cloud technology from
different kinds of objects (e.g., devices, machims). We also emphasize the
necessity of virtualization for service evolutiosing smart environment of the
cloud and the loT.

Keywords: Cloud computing, Internet of things, ubiquitous ratiking, future
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1 Introduction

New paradigms for future mobile and ubiquitous emwvnents imply decisions
regarding the direction for the evolution of netkmras well as investigating
technologies that will allow an efficient suppoftn@w services by the future Internet.

Most of network providers already support basiedfsuch as simple access to
services (e.g., Internet access) based on useredesuch as personal computer (PC).
Users also expect to access future Internet valdeeh services, which enhance
quality of life and of work. Ubiquitous service edylities as well as network-based
utility monitoring and billing are examples of suelue added services. Accordingly,
simple and basic broadband “access” oriented bssiméll shift to future Internet-
based business opportunities.

The following represents key features of evolvintufe Internet business-driven
services:



- Ubiquity: for providing anywhere/anytime service with “contieg to anything”
feature, e.g., seamless mobility between heteragenenetworks using
convergence devices;

- Personalization:for personalizing features of application and mey,

- Handy accessfor easing access to services through variousitatsmusing easy,
simple, intuitive and consistent user interface(s);

- Intelligence: for providing convenient services with automaticagnition and
recommending of user’s interests and preferences;

- Broadband: for delivering multimedia information including @datwith large
traffic volume due to increase of connected devied increase of bandwidth
required by services and applications;

- Convergence:for offering services in an integrated way thatlude fixed,
mobile;

- Quality: for providing customizable quality of services &b quality of
experience (QoE) from end-to-end across differeavtiger networks.

Based on network evolutions, future Internet needsupport the architectural
principles of both vertical (from transport to sees/applications) and horizontal
(one end-user to other end-user through user twonktand network to network
interfaces) perspectives [1]. To cope with new gapas future services, integrating
the network with the storage and computing fun&i@® most critical to the cloud.
The telecom providers can leverage their naturahathges more by integrating the
network with storage and computing [2].

Looking at the vertical perspective, studies arpired in the area of networking
capabilities for the control and operation of vaganultimedia services over complex
stacks involving different layer technologies. Franhorizontal perspective, further
enhancements in the area of user-centric commimicaapabilities should take into
account complex user situations including variowsices connected to home
networks and various access technologies which atmmnvergence [3]. For so-
called the Internet of Things (loT) [4lhese capabilities are necessary to support
ubiquitous networking and to provide interconnettimetween humans and objects,
i.e., providing for Any Time, Any Where, Any SereicAny Network and Any Object.

In this paper, we introduce several issues for dloeid computing in telecom
perspectives and ubiquitous networking capabilitesupport the loT. For this, we
present the basic concepts and expose our vislatedeto this topic. In addition, we
clearly identify characteristics and additional @hitities to support key technologies
to be used for the 10T. For various services usibgjuitous networking of IoT, we
propose the cloud-based IoT which aims to effidjepupport varies services using
cloud technology from different kinds of objectsg(e devices, machines). We also
emphasize the necessity of virtualization for sm¥vievolution using smart
environment of the cloud and the I0T.

The remainder of the paper is organized as follomsSection 2, we explain
characteristics of cloud computing in telecom pecsipes. The Section 3 explains the
concept and visions of ubiquitous networking fof.Id hen, in Section 4, we propose
the cloud-based loT service environment. In Sediiowe discuss key characteristics,
enhanced capabilities for ubiquitous networkindutare networking challenges and
we present service evolution using smart envirorinténthe cloud and the loT.
Finally in Section 6, we summarize and discussréutuork.



2  Cloud Computing in the Telecom Perspectives

In this section, we introduce the concept and dtarstics and deployment models
of cloud computing. In addition, we investigate esal benefits of offering cloud
computing services from the telecom perspectives.

The term “cloud” is used as a metaphor for theriree based on the cloud
drawing used in the past to represent the telepineteork, and later to depict the
Internet in computer network diagram as an abstraciof the underlying
infrastructure it represents. The term “cloud cotimm’ is a used to describe a new
class of network based computing that takes plaee the Internet, basically a step
on from utility computing [5].

From national institute of standards and technol®$%T) [6], cloud computing is
a model for enabling convenient, on-demand netwaxgess to a shared pool of
configurable computing resources (e.g., networ&syess, storage, applications, and
services) that can be rapidly provisioned and ssldawith minimal management
effort or service provider interaction. This clootbdel promotes availability and is

composed of five essential characteristics, thezeice models, and four deployment
models as shown in Figure 1.
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Fig. 1. The service model, deployment models and essetéhcteristics of cloud computing
(illustration from [7])

Virtualization, grid computing, web 2.0, serviceemted architecture (SOA), web
oriented architecture (WOA), etc., are the techgpltrends that will, for now, fuel
the cloud computing initiative, but these are epd&ems, and the same concept
remains regardless of technology changes.

Telecom service providers consider alternativeveeyi models to acquire and
deliver information technology (IT) services demadddy their customers. Service
providers regard their networks as a strategictasmgable of driving incremental



revenue and increased profitability in replacenafréxisting revenue schemes. With
a cloud computing services model, service providens insert themselves into the
value chain by redefining their roles to expanddmelyconnectivity and provide Web-
based application delivery services.

There are several reasons why service providersildhoapitalize on cloud
computing for their business and for their custanj8t:

- Reduced cost

Cloud technology has the potential impact to mimemioperational costs by
reducing the hardware and software requirementsvels as management costs
compared to current networks and platforms.

- Web-based applications

Web-based services and applications are suitabtetfe rapidly changing
enterprise workplace. Service providers can in@éhsir revenue and market share
and capitalize on Web-based application servicesdmymunicating and promoting
the tangible business perspectives to their custame

- Cloud-based managed services

Cloud technology offers service providers an ideabel for developing managed
services because they already have the scalablaeetm build mass services. By
assuming an end-to-end position (i.e., applicatttoeand user) in the cloud computing
value chain, the service provider can improve atdl significant quality of service to
user-to-application experiences.

- Carriers’ data center efficiency and operations

A cloud computing data center model enables rapithvation, scalability and
support of core enterprise functions, resultingsignificant economies of scale. A
cloud computing data center reduces the need fditiadal hardware, software and
facilities, as well as automation of server, netwatorage, operating systems and
middleware provisioning, and security issues, dllwhich are costly and time-
consuming functions.

- Differentiating service providers from the pack

The current economic climate has forced serviceigers to take a hard look at
their business models and how they differentiatambelves from their competitors.
Delivering cloud-based consumer and business-gtitigpplications with solid
service-level agreements (SLAs) will not only allservice providers to differentiate
themselves but will maximize the value of the neatwevhile promoting a new
business model.

3 Ubiquitous Networking and Vision for the Internet of Things

For loT, it is critical to extend current networgigapabilities to devices/machines for
ubiquitous access to the network. For this, we arpthe concept and features of
ubiquitous networking and also provide vision o fbT for interdisciplinary fusion
revolution crosses over industries.



3.1 Ubiquitous Networking for the Internet of Things

In this paper, we focus on “ubiquitous” perspectivem the point of view of
networking aspects of the 10T. In this context, ttam “ubiquitous networking” is
used for naming the networking capabilities whigck aeeded to provide various
classes of applications/services which require “Awgyvices, Any Time, Any Where
and Any Objects” type of operation [9].

Figure 2 makes a distinction between the followingers of ubiquitous
networking: humans (using attached devices sudPdCasmobile phones) and objects
(such as remote monitoring and information devicesfents).

As shown in Figure 2, ubiquitous networking supgotthree types of
communications:

- Human-to-Human Communication: humans communicate with each other
using attached devices;

- Human-to-Object Communication: humans communicate with a device in
order to get specific information (e.g., IPTV canttdile transfer);

- Object-to-Object Communication: an object delivers information (e.g., sensor
related information) to another object with or waith involvement of humans.
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Fig. 2. Ubiquitous networking for loT — three types of commtations

Ubiquitous networking for 10T aims to provide seasd communications between
humans, between objects as well as between hurmahslgects while they move
from one location to another.

The capabilities required for the support of ubigus networking for 10T are built
upon capabilities of current Internet with necegstensions and/or modifications



of capabilities required for the support of ubiqusé networking services and
communications.

Ubiquitous networking in future Internet will suppomany types of devices
connected to the networks. Smart objects such dis feequency identifier (RFID)
tag, sensors, smart cards, medical devices, nagdéevices, vehicles as well as the
existing personal devices such as PC and smartptameeexamples of these [5]. We
consider that the end points that are not alwaysams but may be objects such as
devices/machines, and then expanding to small tshjand parts of objects. The
ubiquitous networking aims to provide “seamless namtion between humans,
objects and both” while they move from one locatiitn another in pervasive
computing environments. Figure 1 shows the extensfathe networking domain to
support new ubiquitous devices and databases, dpglication servers.

3.2 Interdisciplinary fusion revolution crosses wer industries

This section provides further information regardithg potential directions for
network evolution and a vision of ubiquitous netking services, applications and
capabilities.

One of the ultimate objectives of ubiquitous netkitog is to meet the challenge of
seamless communications of “anything” (e.g., humansl objects). Ubiquitous
networking will have to encompass the following:

- Ubiquitous connectivity allowing for whenever, whoever, wherever, whatever
types of communications;

- Pervasive reality for effective interface to provide connectable rearld
environments;

- Ambient intelligence allowing for innovative communications and proviglin
increased value creation.

As a result, ubiquitous networking will also enableovative services involving
the use of technologies such as bio-technologidy, (Bano-technologies (NT) and
content technologies (CT), thus allowing the primrisof services that go beyond
traditional telecommunication and IT services. Enamovative services will require
extensions in terms of networking capabilities adl\as the access of any type of
object.

New businesses using ubiquitous networking requindtiple technologies to
operate together such as RFID/sensors, protocetsirisy, and data processing. In
order to communicate with related technical pariesommodated in new business
relationships, one of the most urgent needs canisighe integration and combination
of technologies such as BT, NT or CT. In particuddtention needs to be paid to
“interdisciplinary fusion” technologies which comiei BT, NT, CT as well as IT
using ubiquitous networking capabilities. Thus,egrated engineering for new
“Interdisciplinary Fusion Revolution” will emergdl@wing for extension of services
to other industries beyond the IT industry and ttuting the vision of ubiquitous
networking.



Communication networks have been mainly supportihg evolution of
information processing and service capabilitieshinitlT industries. However, the
capabilities of networks benefiting from ubiquitonstworking should impact other
industries such as medical industry, education strgu finance industry or
transportation/distribution industry resulting irew requirements for medical or
education networks and services taking into comatdm of IT technologies. There
are several examples of interdisciplinary fusiorvises using ubiquitous networking:
remote medical services, Intelligent Transport &yst, Supply Chain Management,
U-Building or U-City. Providing “fusion serviceshifuture Internet will require that
the following capabilities be supported: locatisacking, sensing, surveillance and
management capabilities.

Businesses using ubiquitous networking will impact many other industries.
Thus, technologies related to architectural fumsiand enhanced capabilities for the
support interdisciplinary fusion services using quliious networking capabilities
need to be developed once the basic concept amciples will be ready. Case studies
for each service area are also required for helfitge developments of emerging
Internet technologies.

4  The Cloud-based Internet of Things

In this section, we introduce evolutional stepsimteérnet services considering the
cloud computing and the 1oT. In addition, we prap@s new service environment
which combines both the cloud computing and the loT

Long time ago, we had used stand alone computers f' phase in Figure 3)
which contain applications and data. At this tinve, didn’t need any communication
network. With the help of networks, we started hare data from web sites (i.e"?2
phase in Figure 3). However, the emergence of reawmpating technologies such as
cloud computing is changing the current servicag@ms. In case of the cloud (i.e.,
3 phase in Figure 3), hosts such as computers caras®urces in cloud which
contains data and applications. In the next phiase 4" phase in Figure 3), cloud
computing and loT will be combined in order to soppso many heterogamous
objects. These objects are directly attached tcchtved for storing and retrieving of
data.

In this paper, we propose a new service provispr@nvironment — the cloud-
based IoT which combines the cloud and the loThasva in the 4 phase of Figure 3.
The proposed service environment aims to efficjestipport various services using
cloud technology from different kinds of objects.

There are many advantages for the proposed thed-tlased IloT. These
advantages might come from characteristics of cleodthputing depending on
specific use cases of the IoT. For the cloud-bas&dwe can consider the following
points: flexibility of resource allocation, moretétligent applications, energy saving,
heterogeneity of smart environment, scalabilityiiggivirtualization, security, etc.
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Fig. 3. From stand alone computer to cloud-based loT

5 Future Networking Challenges and Service Evoliugn to
Support the Internet of Things

In this section, we provide key characteristics dbiquitous networking to support
the 10T and enhanced capabilities for ubiquitousvoeking in the 10T environment.

5.1. Characteristics of ubiquitous networking for bT

Fundamental characteristics of ubiquitous netwayKor 10T are as follows:

- IP connectivity:

IP connectivity will allow objects involved in uhigous networking to
communicate with each other within a network andidren objects have to be
reachable from outside their network. Particulagly,many new types of objects will
be connected to networks, IPv6 will play a key rale object-to-object
communications using auto-configuration and alsadigatie the foreseeable IPv4
address exhaustion.

- Personalization:

Personalization will allow to meet the user’'s neeasl to improve the user’s
service experience since delivering appropriateerga and services to the user. User
satisfaction is motivated by the recognition thaisar has needs, and meeting them



successfully is likely to lead to a satisfying oliecustomer relationship and re-use of
the services offered.

- Intelligence:

Numerous network requirements in terms of data imgndand processing
capabilities will emerge from various industriesatved in the field of ubiquitous
networking (e.g., the car industry, semi-condudtmtustry or medical industry).
Making these capabilities available for use by beiss and assisting this business in
terms of efficient and timing decision making isywémportant. Intelligence which
enables network capabilities to provide user-cenémd context-aware service is
therefore essential. Introduction of artificial @itgence techniques in networks will
help to accelerate the synergies and ultimately“thsion” between the involved
industries.

- Tagging objects:

RFID is one of tag-based solutions for enablingl-ties@e identification and
tracking of objects. Tag-based solutions on ubaypgtenvironment will allow to get
and retrieve information of objects from anywhehneotigh the network. As active
tags have networking capabilities, a large numtbéags will need network addresses
for communications. As IP technology will be used @ibiquitous networking, it is
essential to develop mapping solutions betweerb&sgd objects (e.g., RFIDs) and
IP addresses.

- Smart devices:

Smart devices attached to networks can supportipteulfunctions including
camera, video recorder, phone, TV, music playems8e devices which enable
detection of environmental status and sensory mmébion can utilize networking
functionalities to enable interconnection betweerywsmall devices, so-called ‘smart
dusts’. Specific environments such as homes, vehidbuildings will also require
adaptive smart devices.

5.2. Enhanced capabilities for ubiquitous networkig in the Internet of things
smart environment

To establish a set of common principles and archites for the convergence and
ubiquitous environment, enhanced architectural éaorks for 10T are required to
facilitate innovation in the use and applicationirafustry capabilities. To cope with
changes of future Internet environment, we shoakk tappropriate measures to
accommodate the increase in the number of devices.

The high-level capabilities for the support of ubiqus networking in the loT
smart environment are listed as follows:

- “Connecting to anything” capabilities

The capabilities of “connecting to anything” reter the support of the different
ubiquitous networking communication types as désctiin Section 3.1 and include
the support of tag-based devices and sensor devidestification, naming, and
addressing capabilities are essential for supgpttionnecting to anything” [10].

- Open web-based service environment capabilities



Emerging ubiquitous services/applications will b®yided based upon an open
web-based service environment as well as legacgcdeimunication and
broadcasting services based. In particular, agmicgprogramming interface (API)
and web with dynamics and interactivities that dbexist today should be supported.
Such a web-based service environment will allow ooty creation of retail
community-type services but also building of anmogervice platform environment
which third-party application developers can accessd launch their own
applications. Using interactive, collaborative angtomizable features, the web can
provide rich user experiences and new businessrappties for the provision of
ubiquitous networking services and applications.

- Context-awareness and seamlessness capabilities

Context-awareness implies the ability to detectnglea in the status of objects.
Intelligence system associated with this capabdég help to provide the best service
which meets the situation using user and environahestatus recognition.
Seamlessness is a capability that can be supporteshny different ways: at the
network level using handover and roaming in hetenegus networks, at the device
level with no service interruption during deviceadying and recognition, and at the
content level for providing personalized conterhey services, e.g. based on user’s
situation, user’s device, and network conditions.

- Multi-networking capabilities

Transport stratum needs multi-networking capabsitin order to simultaneously
support unicast/multicast, multi-homing, and mphith, etc. Because of high traffic
volume and number of receivers, ubiquitous netwaykiequires multicast transport
capability for resource efficiency. Multi-homing &ries the device to be always best
connected using multiple network interfaces inatgddifferent fixed/mobile access
technologies. These capabilities can improve nétwaliability and guarantee
continuous connectivity with desirable QoS throvgtiundancy and fault tolerance.

- End-to-end connectivity over interconnected network

For ubiquitous networking, it is critical to devplthe solution to provide end-to-
end connectivity to all of objects over interconteelcheterogeneous networks such as
fixed networks, broadcasting networks, mobile/véssl networks, etc. IPv6 with large
address space can be considered as a good canftidamviding globally unique
addresses to objects. IPv6 offers the advantaglesalizing traffic with unique local
addresses, while making some devices globally addehby also assigning them
globally scoped addresses.

5.3  Service evolution using smart environment dhe cloud and the loT

Using smart environments of the cloud and the i@Fious services can be supported
as shown in Figure 4. On top of our proposed cloasked 10T, several kinds of smart
services should be supported with the help of kayctionalities such as service
provisioning and management. We can representithkbud-based service of things
which uses the cloud and the IoT.
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Fig. 4. A conceptual diagram for the cloud-based Interfdthings

There are two solutions for virtual resources ofvise provisioning and
management in a cloud: horizontally with networktualization and vertically with
resource virtualization. For network virtualizatifl], it is essential to develop the
technology that enables the creation of logicafiglated network partitions over
shared physical network infrastructures so that tiplal heterogeneous virtual
networks can simultaneously coexist over the sharfdstructures. In addition, for
resource virtualization, we also need to consilenrtualization of resources which
include software, equipment, platform, computingrage, memory, etc.

In conclusion, a novel resource management for icenprovisioning and
management in a cloud will be a key enabler foliziegy smart services of the loT.

6 Conclusion

This paper has presented characteristics of cloaodhpating in telecom
perspectives and the issues to support ubiquit@is/arking for I0T. We have
provided the basic concept and visions of ubiguitoetworking and clearly identified
key technologies essential to the ubiquitous ndtimgrin the 10T environment. For
developing the relevant technical solutions, weehpwoposed the cloud-based IoT
service environment which combines both the cloutimuting and the 10T. We hope
that our proposals will provide some key inputsrialization of IoT.

As future work, we plan to focus on objects-to-atgecommunications for various
use cases using cloud computing in the IoT enviemtnand business aspects. For
this, it would be helpful if the relevant reseasfforts for realization of the cloud-
based l0T are accelerated with special considerafiotheir commercial viability.
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