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Digital twin (DT) technology integrates Internet of Things (IoT), communication networks, and sensor systems through
high-fidelity modeling and multi-dimensional simulation, enabling dynamic mapping and real-time optimization of physical
objects. However, DT development still faces several challenges, including cross-platform interoperability limitations, excessive
latency in real-time scenarios, security vulnerabilities in distributed deployments, and the complexity of accurately modeling
multi-modal systems. Blockchain (BC) enhances the security and functional scope of DTs across diverse applications. This
survey begins by introducing the core principles of BC and DT, and then investigates the rationale and benefits behind their
integration. From a data-centric perspective, we explore how Blockchain-empowered Digital Twins (BCDTs) enhance data
storage, secure exchange, privacy protection, and system interoperability. The survey further explores the architecture of BCDT
systems, covering network topology, functional modules, platform design, and representative prototypes, offering insights
into real-world applications. In addition, we survey how BCDT supports the convergence of key Industry 4.0 technologies,
including the Internet of Things, vehicle networks, unmanned aerial systems, artificial intelligence, federated learning, 5G
mobile networks, and software-defined networking. Industrial-grade quality BCDT-supported applications are highlighted,
providing a solid foundation for further research. Finally, we analyze the challenges faced by BCDT and offer some optimistic
suggestions for further research in the field of BCDT.

CCS Concepts: • Networks→ Network security; • Information systems→ Blockchain; • Computer systems orga-
nization→ Embedded and Cyber-physical system; • Computing methodologies→ Modeling and simulation; • Applied
computing→ Digital twins; • Software and its engineering→ Software reliability.
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1 INTRODUCTION
The Fourth Industrial Revolution (Industry 4.0) is redefining modern industrial practices by combining tradi-

tional manufacturing with advanced digital technologies, driving greater intelligence and automation [37, 98].
Industry 4.0 promises the next generation of production models that can support the increasing demand for
customized, personalized, and service-oriented products at lower costs and higher quality [3]. Fundamentally, this
revolution is triggered by a convergence of cutting-edge concepts and technologies, including cloud computing,
mobile computing, Virtual Reality (VR), Augmented Reality (AR), Mixed Reality (MR) [165], Cyber-Physical
System (CPS), robotics, the Internet of Things (IoT), big data, Digital Twin (DT), Blockchain (BC), and additive
manufacturing. As manufacturing becomes increasingly digitized, the industry is shifting from scale-based to
scope-based economies [91, 146]. To close the gap between data and assets, the fusion of physical and digital
systems is vital—enabling more sustainable, intelligent, and resilient industrial ecosystems [201].

Fig. 1. A simple illustration of DT in Industry 4.0

In this context, the concept of the DT, which refers to the creation of a Digital Object (DO) that precisely reflects
a Physical Object (PO), has gained growing attention across academic and industrial domains [178]. Fig. 1 presents
an abstract relationship of the industrial system and DT. DT collects data from machines, sensors, networks, and
computing units either directly or through existing applications, achieving bidirectional synchronization with
physical systems through real-time data processing, modeling, and simulation. By incorporating both real-time
and historical data, a DT enables predictive analytics and proactive resource coordination, supporting informed
decision-making [102, 118]. High-fidelity simulation further allows operators to assess alternative strategies
prior to physical implementation. However, realizing real-time, secure integration with physical assets remains
challenging, as DTs face six core technical issues.
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• Interoperability: DTs lack standardized representations for individual and collaborative components
in industrial systems. Variations in modeling methods, interfaces, and architectures hinder cross-system
interoperability [2, 80]. As DTs operate in AI-driven and security-critical domains, interoperability must
also ensure explainability and trusted automation [154].

• Programmability: Proactive DTs must dynamically collect and process data, requiring programmability
beyond passive mirroring. APIs and configurable parameters enable behavior modification, data source
discovery, and adaptation to evolving scenarios [40, 183].

• Modeling Complexity: Modeling POs, context, and scenarios at scale remains challenging, particularly
across distributed nodes [71]. Effective DT models must integrate structural dynamics, behaviors, and
system interactions, often under resource and latency constraints [199].

• Responsiveness: DTs must sense, analyze, coordinate, and act with temporal precision [131]. Real-time
responsiveness relies on adaptive, autonomous, and context-aware mechanisms, increasingly vital in
Industry 4.0 environments [17].

• Data security: As web-based DTs scale into complex ecosystems, the volume of collected data increases
rapidly [6]. The rise of AI-driven DTs heightens concerns over data security and privacy [149], especially
as user interactions risk exposing personal information without robust safeguards [111].

• Authorization and access control: Allocating access rights in DT systems is challenging due to multiple
stakeholders and interconnected components [106]. Without well-defined policies, redundant responsibili-
ties and inconsistent privileges may cause security vulnerabilities and operational inefficiencies [162].

Interestingly, the features of BC technology, such as data security, trustworthiness, traceability, programmability,
and scalability, position it as a strong complement to the limitations of existing DT frameworks [41, 58, 59, 95, 139].
In more detail, the proposed Blockchain-based Digital Twin (BCDT) paradigm ensures the secure execution of
large-scale DT applications across distributed environments or multiple administrative domains by incorporating
BC signature verification. In addition, smart contracts are designed as tamper-resistant code deployed in BC,
triggered by transactions or external events and executed deterministically across the network [90]. In the
BCDT framework, core operations such as entity registration, twin instantiation, permission control, and update
verification can be encoded into smart contracts, ensuring transparency and auditability between stakeholders.
This paper aims to provide a comprehensive study of BCDT, highlighting its architectural patterns, application
domains, and technical challenges.

1.1 Existing Surveys and Tutorials
Several surveys have examined the integration of BC and DT, focusing on applications in supply chain

[100], smart manufacturing [168, 203], digital identity and sovereignty [176], product lifecycle [143], access
control [129], IIoT fault diagnostics [167], and intelligent transportation systems [151]. Some studies further
explore interdisciplinary extensions, such as applications in biology [45], additive manufacturing [56], and data
governance frameworks. Meanwhile, foundational work on the development of the DT [15, 49, 86, 145] and
BC architecture [16, 196, 212, 214] has supported this growing body of research. Although these efforts offer
valuable insights, most focus on specific domains or functions, few provide a unified architectural abstraction
or examine the integration of BCDT from a holistic perspective of the lifecycle. This survey addresses these
gaps by introducing a layered framework that maps BC functionalities such as identity management, consensus
mechanisms, provenance tracking, and smart contracts to key stages of the DT lifecycle, while also examining
how BCDT synergizes with next-generation technologies to enable scalable, secure, and intelligent systems.
Table 1 summarizes the focus and limitations of representative surveys and situates our work in relation to the
existing literature.
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Table 1. Comparison of representative BCDT-related surveys

Ref. Focus Area Perspective Scope Beyond Applications Key Notes
[100] Supply Chain Application-driven No lifecycle or multi-tech

view
Data sharing in BCDT logistics

[45] Interdisciplinary
(Biology)

Conceptual pro-
posal

No Domain extension encouragement

[176] Digital Identity,
SSI

Governance No BC for sovereignty and regulation

[143] Product Lifecycle Ownership Partial lifecycle Copyright and traceability
[129] Access Control Security-focused No Legal DT authentication
[203] Manufacturing Compliance Partial Traceability without architecture
[168] Industrial Produc-

tion
Synchronization Partial Fusion and anomaly detection

[167] IIoT Fault Detec-
tion

Reliability Partial Recommends open-source support

[151] Transport Sys-
tems

Domain-specific No Only covers ITS use cases

[184] Generic BCDT Framework-level Partial, some integration Blending with other techniques
[56] Additive MFG Social impact No Custom production scenarios
This
Work

Multi-domain
(IoT, FL, 6G)

Lifecycle-centric ar-
chitecture

Yes DT lifecycle + cross-tech integration

1.2 Our Contributions
This survey addresses that gap by examining BCDT-related studies from 2018 to 2025, covering data services,

prototypes, technology convergence, industrial applications, challenges, and future directions. Regarding earlier
works, our objectives are to (i) present a theoretical overview of DT and BC technology, (ii) provide a systematic
examination of the possibility of integrating BC into DT, (iii)outline BCDT in the context of other significant
technologies, and (iv) thoroughly investigate the specific applications of BCDT. Specifically, the main contributions
of this study are summarized as follows.

• This survey gives an outline of the concept of BC and DT convergence as well as its architectural design
and platform deployment.

• We propose a generic BCDT topology and investigate the main available prototypes of BCDT.
• In this survey, we present an organized review of the research aimed at enhancing overall performance by
combining BCDT with other technologies.

• The BCDT implementations currently available for industrial applications are described in detail.

1.3 The Survey Organization
This survey is organized as shown in Fig. 2. We first introduce the background and fundamentals of DT and BC

in Section 2. Section 3 then describes the role of BC for DT from a data perspective. The converging framework
and installation platform of BCDT are then presented in Section 4. Section 5 then summarizes the integration
and improvement of BCDT with other technologies. Section 6 next summarizes the feasible application of BCDT.
The research challenges and future directions of BCDT are discussed in Section 7. Finally, Section 8 concludes the
paper.
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Fig. 2. Structure of the survey

2 BLOCKCHAIN AND THE DIGITAL TWIN: STATE OF THE ART
In this section, we briefly introduce DT integration in Subsection 2.1 and BC ecosystem in Subsection 2.2.

Table 2 highlights a list of acronyms and the definitions used in this survey.

2.1 Digital Twin
2.1.1 Concept and Definition. DTs have been widely explored due to the increasing relevance in industrial
and digital ecosystems. The evolution of DT, from its origin in the Apollo 13 mission [15] to its application
in Industry 4.0 and smart manufacturing, is documented in several surveys [49, 86, 121, 153]. As software-
based representations of POs, DTs mirror their real-world counterparts by encapsulating dynamic attributes
and interactions. Through API integration, external applications can access real-time PO data for analysis and
decision-making without altering the physical system, thus improving safety and modularity. Core DT features
include contextual modeling, real-time reflection, and interface entanglement, enabling the representation of
diverse operational states of the PO, supporting applications from anomaly detection to process optimization
[117].

2.1.2 DT Origin. The concept of the DT was formally proposed by Professor Michael Grieves in the early 2000s
within the framework of Product Lifecycle Management (PLM) [55]. However, its practical origin can be traced
back to NASA’s Apollo program, where engineers used physical replicas on Earth to simulate and monitor
spacecraft conditions during missions [52]. NASA later popularized the term “Digital Twin” in its 2010 roadmap,
defining it as a multiphysics, multiscale simulation model continuously synchronized with real-time operational
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Table 2. The summary of acronyms & definitions

Acronym Definition
BC Blockchain
DT Digital Twin
IoT Internet of Things
IIoT Industrial Internet of Things
BCDT Blockchain-based Digital Twin Paradigm
Industry 4.0 The Fourth Industrial Revolution
IoV Internet of Vehicles
UAV Unmanned Aerial Vehicle
AI Artificial Intelligence
FL Federated Learning
5G Fifth Generation Mobile Communications
6G Sixth Generation Mobile Communications
SDN Software-Defined Networking
VR Virtual Reality
AR Augmented Reality
MR Mixed Reality
CPS Cyber-Physical System
PO Physical Object
DO Digital Object
APIs Application Programming Interfaces
HTTP Hypertext Transfer Protocol
P2P Peer-to-Peer
IPFS InterPlanetary File System
PoW Proof of Work
DAOs Decentralized Autonomous Organizations
NFTs Non-Fungible Tokens
ABAC Attribute-based Access Control
RBAC Role-based Access Control
RSUs Roadside Units
ML Machine Learning
DRL Deep Reinforcement Learning
DL Deep Learning
mPBFT Modified Practical Byzantine Fault Tolerance
SMEs Small and Medium-sized Enterprises
DApps Decentralized Applications

data [160]. Tao et al. [178] further emphasized that DTs differ from traditional digital models by enabling real-time,
bidirectional data exchange and persistent synchronization with their corresponding POs.

2.1.3 DT Modeling and Platforms. The architectural evolution of DT modeling frameworks demonstrates a
paradigm shift toward cross-domain adaptability, with contemporary platforms embedding ontological speci-
fication frameworks to bridge physical-digital semantics [136]. Microsoft Azure Digital Twins [12] serves as a
representative implementation of a cloud-native PaaS ecosystem structured around domain-specific knowledge
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graphs. Upon instantiation of the model, the Azure runtime environment enables bidirectional synchronization
between DT instances and physical assets through integration of the IoT Hub, supporting real-time state mirroring
through configurable data pipelines. In addition, Siemens MindSphere [159] focuses on the integration of IIoT,
offering cloud-based DT services for the manufacturing, energy, and infrastructure sectors [138]. Bentley’s iTwin
platform [21] specializes in infrastructure-oriented DTs, enabling synchronized engineering data management for
assets such as railways, bridges, and pipelines. NVIDIA Omniverse [130] empowers the creation of high-fidelity,
real-time 3D DTs, combining AI-driven simulation with photorealistic visualization.

2.1.4 DT Characteristics and Requirements. DTs are characterized by fundamental properties that enable dynamic
interaction with POs across various application contexts [119]. Contextualization ensures each DT captures only
the relevant attributes of its PO. Reflection and replication enable timely synchronization and digital mirroring of
physical states, while entanglement supports real-time bidirectional interaction between the virtual and physical
domains. Persistency maintains functionality even when the PO is offline, and memorization preserves operational
history for learning and prediction. Other key properties include composability for integrating subsystems,
accountability for ensuring resilience under PO failures, and augmentation for extending functionalities beyond
the original object. Ownership defines data usage rights, whereas servitization transforms DT functions into
service-oriented offerings via APIs. Predictability leverages historical and contextual data—often through AI or
ML models—to anticipate system behaviors [117, 178]. A software-based abstraction of these DT characteristics
is shown in Fig. 3.

Fig. 3. DT as software framework

2.2 Blockchain Ecosystem
The concept of BC was introduced by Satoshi Nakamoto in 2008 [125]. BC is a distributed ledger technology

built on a Peer-to-Peer (P2P) network that records transactions across multiple nodes without relying on a
central authority. By combining asymmetric cryptography with distributed consensus, BC enables secure, tamper-
resistant, and transparent data sharing.

2.2.1 Blockchain Structure. BC is a decentralized, append-only ledger that ensures verifiable and tamper-evident
data storage acrossmutually untrusted nodes [174]. In distributed systems, any datamodificationmust be approved
through network-wide consensus, which effectively prevents unauthorized alterations. Each block contains a
group of transactions, typically organized by arrival time or transaction fee, and is appended sequentially to
the chain. Transaction integrity is maintained by computing cryptographic hash values that are aggregated
into a Merkle root. Any change in the transaction set results in a different root, enabling immediate detection
of inconsistencies. The first block in the chain, known as the genesis block, has no predecessor [161]. Each
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subsequent block includes metadata such as the timestamp, nonce, and hash of the previous block, ensuring
continuity and traceability throughout the ledger. The blockchain grows from the genesis block as shown in Eq. 1.

𝐺𝑒𝑛𝑒𝑠𝑖𝑠
𝑐𝑡𝑔𝑒𝑛
−→ {𝐵𝑙𝑜𝑐𝑘1, 𝐵𝑙𝑜𝑐𝑘2, · · ·𝐵𝑙𝑜𝑐𝑘𝑛} (1)

The block body stores the majority of data, including verified transactions and optional smart contracts [126].
For example, in Bitcoin, a block can be up to 1 MB in size, while a typical transaction is around 250 bytes, allowing
approximately 4,000 transactions per block. However, these values are platform-specific and not standardized
across all BCs. In permissioned systems such as Hyperledger Fabric, block and transaction sizes are configurable
according to system requirements.

2.2.2 Blockchain Network. In BC networks, nodes function as autonomous and decentralized components,
maintaining equality across the system. New nodes can join or existing ones can leave without disrupting
network operations [96]. Each node continuously monitors the network for broadcasted messages and validates
newly received transactions or blocks from neighboring nodes upon arrival. Digital signatures, work proofs,
hash values, blocks, and smart contracts are all included in the communication [64]. To prevent the creation of
erroneous data entries, the message is encrypted and posted to the BC only when information verification has
gained consensus.

2.2.3 Blockchain Encryption. BC systems operate within peer-to-peer (P2P) networks, where each node generates
a public–private key pair for identity authentication and message signing [34]. The private key is securely held
by the node, while the corresponding public key is shared to allow other nodes to verify digital signatures.
Asymmetric cryptography is commonly employed in public and consortium BCs to ensure transaction integrity
[88]. When initiating a transaction, a node signs the data with its private key and broadcasts it to the network,
where it is validated by other participants.In contrast, permissioned BCs may adopt symmetric encryption or
application-specific identity management mechanisms to meet the performance and security requirements of
controlled environments [209].

2.2.4 Consensus. In BC systems, consensus protocols ensure that all distributed nodes maintain a consistent view
of the ledger without relying on any central authority, using fault-tolerant mechanisms to preserve data integrity
[22]. Proof of Work (PoW), one of the earliest and most widely adopted mechanisms, requires participants to
solve computational puzzles to validate transactions and generate new blocks. To maintain a stable average block
interval of about ten minutes, the mining difficulty is periodically adjusted according to the network’s overall
computational power [193]. The new difficulty 𝐷 is calculated as Eq. 2.

𝐷 = 𝐷𝑝𝑟𝑒𝑣 ·
2016 × 10 minutes

𝑡𝑎𝑐𝑡𝑢𝑎𝑙
(2)

where 𝑡𝑎𝑐𝑡𝑢𝑎𝑙 denotes the actual time required to mine the previous 2,016 blocks, and 𝐷𝑝𝑟𝑒𝑣 represents the
previous difficulty. The adjustment factor is constrained within a fourfold range to prevent abrupt fluctuations in
network difficulty. If the previous 2,016 blocks are mined in less than two weeks (20,160 minutes), the reduced
𝑡𝑎𝑐𝑡𝑢𝑎𝑙 indicates higher network computing power, resulting in an increase in the PoW difficulty; conversely, if
blocks are produced more slowly, the difficulty is reduced to maintain the target interval.

2.2.5 Transaction and Ledger. Transactions represent the fundamental data units recorded in BC. In many
public BC platforms, a user typically includes a transaction fee to incentivize miners or validators to include
the transaction in a newly created block [89]. Miners are responsible for collecting and validating transactions,
which are then packaged into blocks. Each block may contain zero or more transactions, depending on network
activity and block size constraints. Any remaining balance not explicitly assigned within a transaction can be
interpreted as a transaction fee, as shown in Eq. 3.
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𝐼𝑛𝑝𝑢𝑡𝑠 − 𝑜𝑢𝑡𝑝𝑢𝑡𝑠 =𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛𝑓 𝑒𝑒𝑠 (3)

The ledger consists of a state database that maintains the most recent state, and a BC that stores immutable
chronologically ordered blocks. Each transaction creates or modifies a set of key-value pairs representing assets,
which are then reflected in the ledger [44]. In some implementations, new blocks are appended periodically, even
if empty, to preserve consensus and ensure system liveness. It is worth noting that not all BC systems impose
transaction fees. For example, permissioned BCs such as Hyperledger Fabric do not require fees for transaction
processing, as participants are pre-authorized and incentivization mechanisms differ from those in public chains.
Since each previous transaction is reflected in the hash of the most recent block, all nodes are guaranteed to be in
a consistent and stable state.

2.2.6 Smart Contract. BC 1.0 began with cryptocurrency systems like Bitcoin [125], while BC 2.0 introduced
smart contracts [25, 81], enabling decentralized computation platforms such as Ethereum and paving the way for
Decentralized Autonomous Organizations (DAOs). Tools such as Remix support the development and deploy-
ment of Solidity-based contracts [213]. Smart contracts serve as the foundational mechanism for implementing
Decentralized Applications (DApps) and custom business process logic [216]. Public networks like Ethereum
integrate them with transaction fees (e.g., gas), while permissioned systems may omit native tokens for enterprise
use. As Fig. 4 shows, the Ethereum Virtual Machine (EVM) executes the contract logic upon activation.

Party2Party1

Contract Creation Transaction Requests

Solidity

Transaction Validation

Compiler

Deploy

Smart Contract GenerationSmart Contract ExecutionTransaction completion

UpdateRecord

Fig. 4. Processing of smart contracts

2.2.7 Non-fungible Tokens. Non-fungible Tokens (NFTs) are unique, traceable, and indivisible digital assets
issued on BC platforms such as Ethereum, following the ERC721 standard and protocol [31]. The value of NFTs is
primarily shaped by market perceptions of uniqueness, scarcity, and liquidity. NFTs enable the identification of
unique, non-transferable digital certificates that ensure authenticity and ownership, with their immutable storage
on the BC preventing any alterations or duplication. The adoption of NFT standards has seen rapid growth within
the BC ecosystem, driven by their applications in digital art, gaming, and asset tokenization.

2.2.8 InterPlanetary File System Storage. The InterPlanetary File System (IPFS) is a decentralized hypermedia
protocol designed to provide distributed file storage and retrieval [20]. While not part of the BC, the IPFS is
commonly employed as a complementary off-chain storage solution to address the limitations of on-chain data
handling. Unlike traditional file storage methods, IPFS segments files into smaller blocks and distributes the blocks
across multiple nodes in a decentralized network, enabling efficient restoration, data availability, and resilience
[166]. IPFS assigns each uploaded file a unique hash for integrity verification, offering a secure, low-cost, and
predictable alternative to traditional on-chain storage.
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3 BLOCKCHAIN FOR DIGITAL TWIN: DATA SERVICE PERSPECTIVE
This section investigates advanced BC-based data services for DTs from a data services perspective, covering

data access, storage, sharing, interoperability, data privacy protection, and access control as shown in Fig. 5.

End Users

Request 

Data

Construction

Update

Robust Virtual

Reality Mapping

Stable Status

Updates

Secure Data 

Storage

Trusted Data

Sharing

Flexible Data

Interoperability

Sensitive Identity

Verification

Traceable Data

Modification

Fine-grained

Access Control

Digital Twin

Process

Blockchain &

Consensus

Fig. 5. BC data service for digital twins

3.1 Robust Virtual Reality Mapping
The core objective of DTs is to represent the internal mechanisms of physical entities through analysis and

simulation, enabling data-driven decision-making and optimization [26]. BCDT supports accurate and dynamic
representations of physical items by capturing real-time data on aspects such as appearance, performance, location,
and anomalies [63]. Ideally, the mapping and synchronization state that the BCDT achieves should encompass
the twin item’s whole lifecycle, changing and updating along the way, from design through manufacture, use,
and end-of-life.

3.2 Stable Status Updates
A robust IoT sensing system for continuous monitoring of POs requires accurate measurement, coordinated

data interaction, and precise identification of object location and attributes. Reliable synchronization between
the DT and PO enables consistent data mapping and interaction across physical and digital domains [137]. BC’s
distributed ledger facilitates transaction verification and traceable updates throughout the DT lifecycle [47],
while majority-node consensus mechanisms help prevent unauthorized modifications and enhance system trust.

3.3 Secure Data Storage
Implementing the DT requires large-scale data storage. Each virtual entity has its own data file, which grows

over time due to the simulation and prediction of real conditions. Virtual simulations, analytical tools and reality
itself are all very vulnerable if basic data storage is disrupted. A centralized storage system, however, runs the
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risk of data loss, manipulation or leakage [83]. By adopting asymmetric cryptography, BC technology enables
individuals to take charge of maintaining their data [8, 105].

3.4 Trusted Data Sharing
DT simulations often require cross-organizational data sharing for analysis. Centralized platforms pose privacy

risks and suffer from data inconsistency, latency, and limited availability. Real-time sharing in DTs demands
higher levels of security and transparency, which are difficult to achieve in traditional setups. BC’s decentralized
structure allows applications to exchange information freely across locations and technologies [190], while also
enabling collaborative data preparation and reducing labeling costs for analysis [215].

3.5 Flexible Data Interoperability
Interoperability is essential for DTs, as data flows continuously between physical and virtual entities [42].

Digital applications should support efficient information exchange across diverse locations and technologies
[120], yet current centralized platforms are often fragmented. BC offers potential to enhance interoperability by
enabling data transformation, encryption, and exchange via both on-chain and off-chain mechanisms, though
further research is still required.

3.6 Sensitive Identity Verification
Digital identity codes assigned to POs ensure accurate mapping to their corresponding DOs in the twin space

[155, 200]. Synchronization ensures that changes to the DO are immediately reflected in the PO [148]. Global
identifiers also enable fast access to the DT database, allowing efficient retrieval of index, location, and metadata.

3.7 Traceable Data Modification
Effective information management and exchange with DTs in Industry 4.0 require seamless access for all

stakeholders involved throughout the lifecycle. However, the integrity of DT data remains vulnerable to errors
at any individual node, potentially compromising the entire system. Third-party applications, which often lack
robust security measures, can expose sensitive information, making them prime targets for malicious attacks
within the DT environment. Integrating BC technology into DT frameworks offers a promising solution to
enhance data traceability and ensure immutable record keeping [123].

3.8 Fine-Grained Access Control
The DT base model is a network element and topology model that matches a physical entity network based on

environmental data, operational status, link topology, and other information to achieve an accurate representation
of the physical network in real time [36, 189]. An industrial asset often reflects a sophisticated system, item, or
procedure. Compounding complexity creates serious trust problems. Each organization should be granted exact
authorization and access to the different DT data modules since the lifecycle parties participating in an industrial
plant have varying ownership and access to data.

4 PROTOTYPE IMPLEMENTATIONS OF BCDT
This section describes the prototypical implementations of BCDT. Subsection 4.1 introduces the generic

framework, Subsection 4.2 describes the installation platform, and Subsection 4.3 presents the prototype imple-
mentation.
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4.1 Framework
The BCDT proposal was first seen in [39], but has not received much attention until recently. When managing

massive DT services, security and sustainability concerns are addressed using the distributed and shareable
paradigm of BC technology. The structure of BCDT has therefore been analyzed in many studies. Hemdan et al.
[62] reviewed key aspects of BCDT design and implementation. Focusing on secure access control, Danilczyk et
al. [38] proposed a decentralized, ownership-centric sharing architecture tailored to DT components and lifecycle
requirements. Lv et al. [113] further examined BCDT architecture and introduced the Blocknet model. Combined
with the analysis of the data functions of the BC in the BCDT, the topology of the BCDT is shown in Fig. 6. Most
of the prototype implementations in subsequent studies are based on this structure.
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Fig. 6. The basic framework of BCDT

4.2 Modules and platforms
BC platforms are commonly categorized as public, consortium, and private (permissioned). Among them,

consortium BCs have become the dominant choice for industrial BCDT deployments, offering a practical balance
between decentralization and administrative governance. Turing completeness enables the automated execution
of complex business logic, enhancing the efficiency of tasks such as data access control, identity authentication,
and DT interaction within BCDT systems. Platforms like Hyperledger Fabric and Ethereum further support
dynamic policy management through programmable smart contracts, aligning system performance and scalability
with the demands of a controlled consensus framework.
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4.2.1 Ethereum. Ethereum1 is a leading open-source BC platform featuring smart contract support and a vast
decentralized network. It introduces Ether as both its native cryptocurrency and fuel for executing programs on
the EVM, a decentralized runtime environment capable of running Turing-complete smart contracts. Designed
to address scalability limitations of earlier BCs like Bitcoin, Ethereum supports a robust ecosystem of DApps
developed using mature toolchains and security frameworks, backed by an active global developer community.

4.2.2 Swarm. Swarm2 is a decentralized storage and content distribution platform designed for the Ethereum
Web 3.0 ecosystem. It enables interaction with smart contracts and supports Ethereum-based DApps by offering
services such as content storage, distribution, and retrieval. Swarm utilizes the unused storage and bandwidth of
participating nodes, forming a peer-to-peer infrastructure for scalable, fault-tolerant data management. Identity
and access control are integrated through Ethereum accounts, while open ledger records ensure transparent,
verifiable off-chain storage. Developers can access content and manage data using Swarm’s set of APIs.

4.2.3 Erebos. Erebos3 is a JavaScript toolkit developed by the Mainframe team for building DApps on top of
Swarm. Originally created as a proof of concept for the Onyx messaging application, it now serves as a core
component of the Mainframe OS. Erebos uses Swarm to encrypt and store files off-chain through a BC account
and provides a set of commands for interacting with the Swarm API. Beyond basic functionality like publishing
static websites, it also supports more advanced use cases, such as managing interactive timelines.

4.2.4 Web3.js. Web3.js4 provides a JavaScript interface for interacting with the Ethereum. Since the Web3.js
API was initially intended to be used primarily with local RPC nodes, synchronous Hypertext Transfer Protocol
(HTTP) requests are made by default. Web3 version 1.0 provides multiple mechanisms for managing asynchronous
operations, thereby improving its adaptability across heterogeneous projects complying with different standards.
Typically, the last parameter of a function acts as a callback, whereas a promise is returned when multiple
functions are invoked concurrently.

4.2.5 Hyperledger Fabric. Hyperledger Fabric5 is an open-source, enterprise-grade, permissioned blockchain
framework supporting smart contracts—known as chaincode—written in Golang, Node.js, or Java. The framework
eliminates reliance on cryptocurrency and mining, thereby reducing operational risks and costs. Besides, Fabric
supports LevelDB and CouchDB as world state databases, enabling key-value storage or JSON-based queries. Its
modular consensus design allows initiators to choose mechanisms suited to various organizational structures,
from hierarchical to peer-to-peer. Fabric ensures strong data validity throughmulti-stage endorsement, permission
checks, and transaction sequencing before appending blocks to the ledger.

4.3 Implemented prototypes
Several BCDT prototypes have been developed to explore architectural feasibility and deployment. The

earliest open-source project by [60] introduced a smart contract-based method for DT creation, emphasizing
traceability, accessibility, and immutability. To enhance security and quantum resilience, [76] proposed the spiral
DT framework with a variant BC, Twinchain, which incorporates dynamic dimensions and enables instant
transaction confirmation. To support decentralized DT data sharing, [11] embedded smart contracts into DT

1https://Ethereum.org/en/
2https://www.ethswarm.org/
3https://erebos.js.org/
4https://github.com/ChainSafe/Web3.js/blob/v1.7.5/docs/index.rst
5https://github.com/hyperledger/fabric#releases
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containers—eliminating reliance on Oracles—by integrating tools such as Chainlink6 and Compellio Registry7 that
enable smart contracts to access external data sources.

In industrial contexts, EtherTwin [140] presents a decentralized sharing model aligned with DT lifecycle access
control. Similarly, [67] used Ethereum and the Siemens Building Twin8 platform to build a full-stack prototype
using real building data. [82] proposed a unified testing framework combining Unity9, Ethereum via NEthereum10,
smart contracts in Solidity11, and aWeb3-react interface12, enabling interactive and visualized DT simulations.
In contrast, [94] used Hyperledger Fabric to implement a BC-based Synchronized Provable Data Possession
(BSPDP) scheme that enhances DT state verification and integrity assurance. Lastly, a conceptual attempt to
create personal DTs with cognitive BC support was presented in [9], though it remains in an early phase. The
reviewed prototypes are summarized in Table 3.

Table 3. The available BCDT prototypes

Project Platform Tools/modules Ref. Github/Open Source
DT Ethereum,Hyperledger Besu IPFS, Golang, NodeJS, SmartCheck, Solidity Remix. [60] https://github.com/smartcontract694/DT/blob/master/code
Spiral DT Twinchain Smart digital signatures, PoW consensus, Genesis [76] -
Compellio Registry Ethereum, Chainlink Smalltalk, C++, Java, Gang of Four [11] https://compell.io/products/BC-registry
EtherTwin Ethereum JavaScript framework Vue.js, Web3.js, erebos [140] https://github.com/sigma67/ethertwin
PBST Ethereum Siemens, Solidity, JavaScript, NodeJS, Web3.js API [67] https://github.com/mahshidmotie/PerformanceBasedSmartContracts
BCDT-CPPS Ethereum, Unity web3-react, Nethereum, .NET, Solidity [82] -
BSPDP Hyperledger Fabric Software Development Kit (SDK) [94] -

5 BCDT-ENABLED CONVERGENCE OF KEY TECHNOLOGIES
The essential industrial decision-making process is heavily reliant on new technologies. BC can improve

important DT technologies to address the major issues with various data repositories, enhancing the efficiency
of social and commercial operations in industrial production and industry 4.0. Fig. 7 depicts the key enabling
technologies of BCDT. Details of the entities involved in these technologies, the existing challenges, the advantages
of deploying BCDT, and all the studies mentioned are presented in Table 4.

5.1 Industrial Internet of Things
With the emergence of 6G and advanced IoT technologies, IIoT systems are evolving into sustainable computing

infrastructures. In Industry 4.0 environments, BCDT frameworks address the strain of massive sensitive data on
limited IoT devices by improving communication efficiency, privacy, and scalability. Suhail et al. [167] propose
a BC-based IIoT architecture to secure data acquisition and management, where lifecycle events are securely
recorded and used for monitoring, diagnostics, and optimization. Zhang et al. [207] further introduce a smart
manufacturing system that integrates edge-implemented DT with permissioned BC to ensure traceability and
operational transparency.

Recognizing challenges in decentralized management and resource allocation, Wang et al. [188] design a BCDT-
based architecture to support resilient data and energy flow in distributed settings. Building on this, HDTIoT
[191] employs edge networks to securely bridge physical and digital domains through real-time computing.
ManuChain [87] advances the concept for personalized manufacturing by enabling real-time IIoT event tracking
6https://coincentral.com/what-is-chainlink-a-beginners-guide-to-decentralized-oracles/
7https://compell.io/
8https://new.siemens.com/global/en/products/buildings/digital-building-lifecycle/building-twin.html
9https://unity.com/
10http://docs.nEthereum.com/en/latest/
11https://docs.soliditylang.org/
12https://betterprogramming.pub/BC-introduction-using-real-world-dapp-react-solidity-web3-js-546471419955
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Fig. 7. BCDT-enabled convergence of key technologies

Table 4. The summary of BCDT-enabled Convergence of Key Technologies

Technologies Entities Existing Challenges Advantages of Implementing BCDT Related Studies

IIoT • IIoT network nodes
• Large-scale data processing
• Limited computing resources
• Weak data privacy

• Improved communication efficiency
• Enhanced data privacy
• Lower computing costs

[57, 87, 167, 188, 191, 202, 207]

IoV • Vehicles • Inefficient data sharing mechanism
• Insufficient safety of vehicle resources

• Safety
• Traceability
• Innovative incentive mechanism

[28, 175]

UAV • UAV
• Vehicles

• High dynamics
• Unpredictability

• Energy-efficient design
• Real-time dynamics [35, 172, 194, 197, 198]

AI • Sensors
• Mobile users

• Unreliable data dissemination
• Restrictions of the amendment
• Collaborative nodes with weak security

• Reduced failure rates
• Increased efficiency
• Flexibility

[85, 103, 115, 169]

FL • IoT devices
• Edge nodes

• Fragile communication security
• Poor data privacy protection
• Limited computing resources

• Enhanced user security
• Guaranteed data privacy
• Trusted communication
• Minor accuracy lost

[73, 101, 108, 142, 144]

5G & 6G • Wireless networks
• Edge nodes

• Unreliable communication channels
• Heterogeneity and latency
• Mobility

• System reliability
• Secure communication
• Data privacy

[13, 77, 109, 110, 206]

SDN
• SDN controller
• End-user application
• Application plane

• Attacker focus
• Vulnerable communication channels

• Preventing attacks
• Reliable communication
• Avoiding single points of failure

[4, 7, 10, 18, 19, 65, 69, 70, 78, 79, 156, 185, 187, 204, 205]

and autonomous process execution via smart contracts. Yang et al. [202] employ BC rules to facilitate flexible
access and visualization of IoT sensor data. Additionally, Hammoudeh et al. [57] highlight BCDT’s value in
securing national infrastructure and ensuring efficient, reliable operations.

5.2 Internet of Vehicles
IoV enables continuous connectivity and localized computing for advanced Vehicle-to-Everything applications,

deploying smart infrastructure like Roadside Units (RSUs) and adaptive traffic signals for real-time data coor-
dination. However, the dynamic and heterogeneous nature of IoV complicates resource allocation and secure
data exchange. DTs support real-time representation of vehicle states such as position, speed, and fuel level for
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predictive control and situational awareness, but current communication frameworks often face limitations in
data sharing efficiency, privacy, and trust management.
BCDT addresses these challenges by integrating BC into DT systems to enable secure resource exchange,

decentralized authentication, and verifiable transactions among vehicle twins. For instance, [175] proposes a
consortium BC-based framework to safeguard resource sharing between vehicle DTs. Similarly, [28] introduces
Cyberchain, a permissioned BCDT authentication framework tailored for dynamic IoV environments, which
reduces communication and storage overhead while preserving privacy. These efforts reflect a clear trend where
DT models constitute the operational core, and BC serves as an enabling infrastructure to enhance trust, integrity,
and system-level security in vehicular networks. The BCDT paradigm thus offers promising solutions for traceable
interaction, privacy-aware coordination, and autonomous resource management in complex IoV scenarios.

5.3 Unmanned Aerial Vehicle
Unmanned Aerial Vehicle (UAV) features high flexibility, operational reliability, cost efficiency, minimal

environmental requirements, and compact portability. However, in practice, UAV nodes move at high speeds,
facing challenges such as high dynamics and unpredictability. To analyze airspace organization and safety
performance in UAV systems based on DT, the study in [197] introduced the DT concept. Then, the work in [194]
developed a dynamic DT model for air-assisted IoV, considering time-varying resource availability and the need
for consistent resource scheduling and allocation.

The construction of dynamic DT channels for air-assisted IoVs is examined in [172] to capture system resource
availability and time-varying demands. With UAV assistance, vehicles detected by the ground network can offload
computational tasks to resource-rich units such as roadside units (RSUs). As a result, resource scheduling and
allocation in aerial-assisted IoVs become more efficient and adaptive. Furthermore, [198] analyzes the architecture
and functional roles of each layer within a DT framework designed for reliable communication in military UAV
networks. In [35], a secure federated aerial learning framework inspired by BCDT is proposed, integrating a
null-based BC mechanism for secure data transmission and an aerial BC with training models to validate the
proposed scheme. In summary, BCDT enables high energy efficiency, improved vehicle satisfaction, and real-time
responsiveness for UAV nodes and related applications.

5.4 Artificial Intelligence
Data is the backbone of DT systems, supporting algorithms that simulate and reflect physical asset behavior. BC

reinforces digital trust by offering decentralized mechanisms for secure data validation and provenance tracking,
addressing issues such as unverifiable data, rigid update procedures, and weak security in loosely coupled systems.
By continuously gathering real-time and contextual information, DTs provide fertile ground for machine learning
(ML) applications in predictive analytics, anomaly detection, and performance optimization. Integrating AI into
BCDT architectures enhances intelligent decision-making, while BC ensures the integrity and traceability of
outcomes.
For instance, the system proposed in [115] uses sensors to build real-time DTs and supports precise BC

transactions, offering a scalable model for Industry 4.0. Liu et al. [103] demonstrate that BCDT-assisted task
offloading to mobile-edge servers effectively reduces power consumption and latency, optimizing real-time
interaction with physical assets. Suhail et al. [169] present a BC-AI fusion framework that enhances DT security
in CPS, with use cases illustrating how intelligence-driven designs mitigate cyber threats. Similarly, Lee et al. [85]
propose a reference architecture combining Deep Learning (DL), DT, and CPS to support the transition toward
smart manufacturing under Industry 4.0.
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5.5 Federated Learning
FL addresses privacy concerns by enabling users to train machine learning models locally, sharing only model

parameters with a central server, offering a collaborative framework that preserves data privacy while supporting
distributed model training. In traditional cloud-based DT architectures, data is typically aggregated on centralized
servers for model training. However, such setups often raise concerns related to communication overhead, data
exposure, and system scalability. By incorporating FL into BCDT systems, model training can be performed in a
decentralized and privacy-preserving manner, enhancing both the security and efficiency of the DT lifecycle.
For example, [101] investigates BC-based FL systems and highlights their applicability in DT scenarios. The
survey by [144] suggests that integrating BCDT with federated learning (FL) enhances dependability and privacy,
where BC ensures transparency and traceability, DT improves FL model efficiency in smart city contexts, and the
distributed architecture enables effective data provisioning across multiple devices.

Then, Lu et al. [108] propose a two-tier digital network architecture that employs BCDT to enable secure and
privacy-preserving communication across edge environments, where FL on the BC collaborates with IoT-enabled
DTs to maintain model accuracy while reducing reliance on centralized data aggregation. Similarly, [73] indicates
a novel DT-blade network architecture based on BC technology that bargains to build cooperative joint learning
aimed at producing DTs at the network’s edge while maintaining wireless resources and forming connections in
local model update tangles. In particular, the FedTwin paradigm proposed in [142], focuses on improvements in
automation, privacy, and security for DTs. and develops a federation proof consensus algorithm for efficient and
secure synchronization of DTs while enabling personalization incentives.

5.6 5th and 6th Generation Mobile Communications Technology
The integration of BCDT plays a critical role in advancing communication technologies, particularly within

next-generation wireless networks. Lu et al. [109] show that integrating DTs with wireless networks enables
edge-centric processing that enhances reliability, security, and privacy, while the joint use of FL and BC improves
communication efficiency and reduces latency. [206], [13], and [77] further explore how intelligent computing can
be combined with 5G and 6G infrastructures to meet the performance and autonomy demands of future BCDT
systems. The progression to 6G networks introduces challenges related to heterogeneity, mobility management,
and ensuring consistent low-latency, high-throughput data handling.
As 6G networks evolve toward programmable and intelligence-driven architectures, the convergence of DT,

BC, and AI is poised to become the foundation for intelligent automation, dynamic service orchestration, and
secure digital operations. In dynamic device association scenarios, the BC-edge framework proposed by Fancy et
al. [48] combines BC immutability with DT adaptability to enable self-verifiable service migration and strengthen
edge node resilience against hijacking. With progress in Deep Reinforcement Learning (DRL) and asynchronous
DT migration technologies, the BCDT architecture continues to advance through the integration of elastic data
layers and cognitive decision engines—reshaping autonomy across the edge–cloud continuum and enabling
multidimensional coordination in future intelligent networks [110].

5.7 Software Defined Networking
Software Defined Networking (SDN) modularizes the control, data, and application planes of the network, en-

abling centralized programmable control that facilitates dynamic resource allocation, scalable traffic management,
and automated fault recovery. The layered abstraction is particularly impactful in complex environments such as
5G and beyond, where responsiveness and agility are crucial [4, 7, 70]. However, the logically centralized control
plane introduces critical security vulnerabilities, especially in the communication channels between controllers
and data-plane devices, which are prone to interception and tampering.
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Permissioned BC architectures allow authenticated consensus among network entities, strengthening the
security posture of SDN controllers while maintaining low-latency coordination [10, 205]. From a BCDT per-
spective, convergence offers a compelling foundation for orchestrating DTs of network functions and virtual
assets. Using BC for transparent state synchronization and access validation and SDN for programmable resource
control, BCDT systems can support self-adaptive service chaining, context-sensitive routing, and real-time policy
reconfiguration in high-stakes environments such as IoT, vehicular networks, and industrial automation [156].

6 INDUSTRIAL APPLICATIONS OF BCDT
This section focuses on the industrial applications of BCDT, which are categorized into nine domains as

summarized in Table 5. For each category, we highlight the specific benefits and advancements enabled by
representative studies.

Table 5. The summary of Industrial Applications of BCDT

Application Fields Users/Deployment entities Existing Challenges Benefits of deploying BCDT Related Studies

Smart Manufacturing

Big data management • SMEs
• Business stakeholder

• Inadequate digital capability
• Limited budget and investment
• Insufficient trust & collaboration

• Data encryption
• Secure data Sharing
• Effectiveness

[66, 104, 157]

Collaboration and platform • Shared platforms
• Stakeholders

• Inadequate interactions
• Mistrust challenges
• Static information encapsulation

• High fidelity analysis
• High confidence [122, 179]

Customised manufacturing • SMEs • Complex collaboration
• Heterogeneity

• Facilitating knowledge exchange
• Interoperability
• Continuous updates

[56, 74, 92, 93]

Precision manufacturing • Component manufacturers • Extreme production standards
• High manufacturing loads

• Reliability
• Transparency [61, 114]

Smart City

Smart transportation
• Vehicles
• Public transportation
• Energy systems

• High dynamics
• Complex interactions
• Large-scale traffic data

• Stability
• Reliability
• Intelligence

[46, 97, 151]

Vehicular Edge Networks • RSUs
• Vehicles

• High dynamics
• Complexity
• Variability

• Optimising cache utility
• Large-scale processing capability [208]

Smart grid • Sensors
• Complexity of calibration
• Insecure environment
• Vulnerability to cyber-attacks

• Trustworthiness
• Lightweight
• Anti-attack

[23, 32, 38, 106]

Infrastructure & Construction • Engineering industries
• Fragile trust
• Inefficiency
• Data silos

• Trust and security
• Decentralization
• Efficiency
• Traceability and transparency

[27, 84, 164, 180, 181]

Industrial sustainability
Machine failure detection • Production facilities • Difficulty of manual prediction

• Vulnerability to cyber-attacks

• Trust, transparency and security
• Early Warning
• Lightweight

[158]

Equipment Maintenance • Maintenance personnel
• Non-global
• Non-service-oriented
• Unrecoverable

• Simulation immediacy,
• Transparency of information,
• Low maintenance cost,

[54]

Asset life cycle management • Industry professionals
• Heterogeneous data structures
• Non-standardised packaging
• Different processes

• Applicability
• Interoperability
• Integratability

[30]

Supply Chain Management Data Management • Supply Chain Commodity
• Centralized management
• Weak traceability
• Single point of failure

• Traceability
• Verifiability
• Decentralized authority

[24, 50, 99]

Risk management • Supply Chain Commodity
• Industrial hemp

• Complexity
• Variability
• No information tracking

• Transparency
• Security
• Efficiency

[68, 192]

CPS Production security • Automotive assembly lines • Complexity of cyber-attacks
• State synchronization issues

• Robust security
• Trusted sources
• Situational awareness

[82, 170, 171]

System security
• Partners
• Stakeholders
• Parallel Sector

• Redundancy
• Inefficiency

• Security
• Accountability
• Integrity

[75] [85]

Healthcare Patient care • Medical Systems
• Malicious use of data
• Inferior data security
• Fragile data privacy

• Data normalization
• Model standardisation
• System integration

[5]

Pandemic Response • Medical Systems • Centralized management
• Single point of failure

• Data integrity
• Real-time data analysis.
• Predictability
• Reliable data sharing.

[107, 150]
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6.1 Smart Manufacturing
Smart manufacturing, driven by big data and DTs, has become central to Industry 4.0 and the global industrial

shift [141]. To remain competitive, manufacturers must improve precision while reducing costs. BCDT enables
efficient resource use, speeds up production digitalization, and enhances sustainable modeling services.

6.1.1 Data Management. In industrial manufacturing, inconsistencies among software systems often hinder
effective information flow. BCDT enhances collaboration across communication, sensing, and energy domains.
To address trust issues in smart manufacturing, [157] proposes a BC-based system for secure sharing and storage
of large DT datasets throughout a device’s lifecycle. Similarly, [66] introduces a BC-driven data management
strategy with smart contracts to automate processes and improve efficiency across the product lifecycle. To
support SMEs facing financial and technical barriers, [104] presents Imsestudi, a secure BCDT platform tailored
for service-oriented DT applications.

6.1.2 Collaboration and Platform. Production efficiency can be improved through models and platforms that
enhance industrial collaboration. [179] explores BCDT-enhancedmanufacturing servicemanagement on industrial
internet platforms, proposing a corresponding collaboration mechanism based on current development trends
and challenges. In [122], the benefits, challenges, and risks of applying BC to sustainable DT manufacturing are
assessed, highlighting high-fidelity analysis and strong confidence levels as key advantages of BCDT platforms.

6.1.3 Customized Manufacturing. The BCDT module offers a reliable DT service to visualize and optimize
customized production processes, helpingmanufacturers streamline operations.With the advancement of Industry
4.0, personalized and social manufacturing has emerged, enabling enterprises to co-create customized products
and services through cross-organizational integration [74]. To support this, Refs.[92, 93] propose a resource-
sharing model that protects DT copyrights and enhances interoperability within distributed networks. Similarly,
[56] combines BC, additive manufacturing, and DTs to address data heterogeneity, promoting customer-centric
and sustainable production models.

6.1.4 Precision manufacturing. High-tech sectors like aerospace and automotive demand precise simulation and
inspection across the production lifecycle. BCDT enables virtualized POs, real-time monitoring, dynamic schedul-
ing, and energy optimization, driving industrial transformation and efficient workshop control. In aerospace,
BCDT offers a secure and integrated infrastructure for managing data across additive manufacturing stages
[114]. Similarly, in the automotive domain, BCDT supports traceable data management across the entire vehicle
lifecycle, from system engineering to after-sales service [61].

6.2 Smart City
The growth of urban data provides a vital foundation for smart city development, enabling standardized

big data systems to enhance governance precision and administrative efficiency. BCDT supports smart city
development by enabling refined governance, efficient urban planning, and accelerated operations, particularly
in areas like transportation, energy grids, and infrastructure.

6.2.1 Smart transportation. Smart transportation systems play a vital role in future smart cities, offering improved
intelligence, efficiency, and safety. However, the diversity and complexity of device deployment create challenges
in managing system dynamics. BCDT supports realistic simulations, enhancing autonomous driving algorithms
and crisis response. For instance, [46] explores BCDT-based road infrastructure development, while [97] proposes
an on-demand DT architecture for evolving transport needs. [151] presents a collaborative ledger-based DT
model, emphasizing distributed consensus and real-time analytics.
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6.2.2 Vehicular Edge Networks. The growth of intelligent vehicles and advanced applications drives demand
for efficient content delivery. BCDT-based collaborative caching addresses this need by optimizing cache and
communication resources amid limited storage, coverage, and dynamic network conditions. In [208], BCDT
technology maps physical systems into virtual space, enabling cache controllers in socially aware networks to
understand vehicle relationships and optimize content allocation.

6.2.3 Smart Grid. The energy system of the smart city of the future will follow a diverse path towards a zero-
carbon economy, of which the smart grid is a key component. However, the complexity of calibration, insecure
environment and vulnerability to cyber-attacks are notable challenges for smart grids. Studies like [23, 32]
demonstrate that BCDT can enable intelligent energy operations, improving efficiency while reducing industrial
consumption. To ensure secure data transmission in Industry 4.0 smart grids, [38] introduces a BC-based method
that links sensor data using checksums, reinforcing insecure protocols like Modbus [173] and DNP3 [33]. In
addition, [106] explores how DTs can predict failures, detect real-time security risks, and dynamically adjust
access controls—highlighting the long-term potential of BC and ML in autonomous, self-learning smart grids.

6.2.4 Infrastructure and Construction. Infrastructure is essential to urban development, but construction projects
often involve multiple stakeholders, leading to fragmented trust and isolated data systems. To address these
challenges, Song et al. [164] proposed a BC-based data management model to ensure system stability and data
integrity in smart city development. Teisserenc et al. [180, 181] introduced a conceptual framework for integrating
BCDT in construction to enhance trust, efficiency, and information transparency. Lee et al. [84] validated a BCDT
architecture that enables real-time tracking of prefabricated components, with positional data recorded on the
BC to ensure traceability. Celik et al. [27] demonstrated that BCDT can improve the accuracy and reliability of
cost and scheduling estimates, accelerating DT adoption in the construction sector.

6.3 Industrial Sustainability
Industry 4.0 emphasizes the need for sustainable industrial practices to meet growing production demands.

Equipment-oriented BCDT applications focus on real-time monitoring of equipment, plant-oriented BCDT focuses
on full-process production control, while industry-oriented BCDT can provide full product lifecycle traceability.
Therefore, researchers propose to implement machine fault detection and equipment maintenance through BCDT,
and better implement asset life cycle management.

6.3.1 Machine Failure Detection. The manual prediction of tool condition wear on CNC machines has become
more difficult as a result of the fast growth and expansion of industrial technologies in Industry 4.0. Thus,
[158] proposes a BCDT-based architecture that leverages smart contracts to enhance prediction accuracy while
ensuring authentication, traceability, and transparency. Data interaction between the DO and PO supports
multi-dimensional equipment energy analysis and enables timely detection and handling of unexpected failures,
reducing production losses.

6.3.2 Equipment Maintenance. Through real-time data collection and equipment manufacturing equipment col-
lection, BCDT allows the construction of data model-driven bi-directional real mapping and real-time interaction
between physical and virtual bodies on the shop floor and equipment monitoring. It mainly consists of a virtual
DT service before production, a real-time DT service during production and a DT service after production to
ensure real-time correspondence between preparation and things. The BCDT-based design of the data chain for
components manufacturing, equipment transfer and then the entire life cycle is presented in [54].

6.3.3 Asset Life Cycle Management. The complexity of shop-floor and plant operations demands advanced
management mechanisms. Traditional network lifecycle management lacks integration, hindering fault prediction
and optimization. BCDT facilitates digital asset lifecycle management by enhancing usability, accessibility, and

ACM Comput. Surv., Vol. , No. , Article . Publication date: March 2025.



Blockchain in the Digital Twin Context: A Comprehensive Survey • 21

implementation guidance. For example, [30] highlights the idea’s enormous potential to entirely fix current
digitizing processes while presenting it as a tactical tool and multifaceted field assistance application. Network
and device lifecycle data is tightly combined through DT and properly maintained by the BC module for refined
management of the entire network and device process.

6.4 Supply Chain Management
The challenges of supply chain management focus on the large amount of data and the wide range of par-

ticipants. BCDT enables full lifecycle participation in production, logistics, and services, spanning equipment,
workshops, enterprises, and industrial chains. The decentralized and immutable nature of BCDT enhances data
traceability, enabling more refined and transparent interactions among supply chain stakeholders, which improves
coordination, accountability, and efficiency.

6.4.1 Data Management. BCDT and supply chain management are fully compatible, especially in smart manufac-
turing, smart maintenance, shop floor, warehouse and logistics deployments. The use of BC-based data transfer
provides greater security and efficiency. Firstly, the survey of [99] offers a thorough analysis of the literature on
the use of BCDT in supply chain management. [50] then suggests using a BCDT-based solution to restructure
supply chain management systems. This will make it easier for supply chain management to be intelligent and
digitized so that it can handle a sizable number of services in intricate cross-sector systems. Also, [24] proposes a
paradigm for enhancing physical supply chain management through the integration of DT modules in diverse
contexts with BC at all levels. The data saved in the BCDT is easier to trace and maintain functionally, securely
and granular for the interaction of various supply chain management parties.

6.4.2 Risk Management. The design of resilient supply chains often introduces increased risk of information,
increased exposure to external uncertainties, and challenges related to fluctuation in time and demand. Industrial
production supply chains must contend with extreme complexity, unpredictability, limited manufacturing insights,
and insufficient data monitoring. Wang et al. [192] propose a simulation-driven DT model with a BC-based
interface to support distributed CPS, improving risk management and secure information sharing in the industrial
hemp supply chain. Similarly, Ivanov and Dolgui [68] suggest that integrating Industry 4.0 technologies with
additive manufacturing establishes a more resilient risk management framework powered by BCDT, enhancing
the capacity of the supply chain for dynamic resource reallocation during recovery phases to improve adaptability
and stability.

6.5 Cyber-Physical System
The complexity of cyber-attacks in CPS necessitates mechanisms that can evaluate operational behavior and

infrastructure security without disrupting real-time processes. In this context, BCDT offers valuable capabilities
by securely monitoring, modeling, predicting, and optimizing the state of CPS.

6.5.1 Production security. In [170, 171], a trustworthy DT framework based on BCs is envisioned to safeguard
CPS. As a CPS use case, the automotive industry is utilized to demonstrate the framework’s capabilities. Then,
the BCDT-based concept for cyber-physical manufacturing systems is developed and illustrated in [82]. The
recommended demonstration shows how cyber-physical manufacturing has improved process and data integrity
as well as transparency.

6.5.2 System security. According to [75], BCDT supports Industry 4.0 applications by utilizing a decentralized
BC architecture that enhances data integrity and accountability, particularly in complex multi-stakeholder
environments. The reference model in [85] integrates DL with DTs, providing a roadmap for the development of
intelligent manufacturing systems that are transparent, collaborative, resilient, and efficient.
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6.6 Healthcare
DTs enable digital replicas of the human body, offering new capabilities in health monitoring and diagnostics.

Integrating BC ensures secure, tamper-proof storage of sensitive medical data. BCDT addresses key challenges in
lightweight digital healthcare, including privacy protection and secure communication.

6.6.1 Patient Care. Mirror mapping techniques facilitate the development of DT in the human body, capturing
detailed physiological and anatomical information in a standardized digital format. DTs allow for continuous
monitoring and precise tracking of healthmetrics, improving preventive care and personalized treatment strategies.
Akash et al. [5] introduce a BCDT-based data model that systematically organizes patient-related information in
a structured and accessible format, optimizing healthcare data management and real-time health assessments.

6.6.2 Pandemic Alerting & Response. The authors of [150] propose a DApp that leverages BC and DT technologies
to address the COVID-19 outbreak and future pandemics. Building on this, [107] identifies and elaborates on
the critical interrelationships among hospitals, information systems, and resource flow management. During
the pandemic, the integration of dynamic DT and BC proved highly effective in patient management and in
optimizing healthcare resource allocation. A summary of BCDT applications in the healthcare domain is presented
in Fig. 8.
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Fig. 8. Applications of BCDT in healthcare

7 CHALLENGES AND FUTURE RESEARCH DIRECTIONS
This section presents the key research challenges and future directions related to the BCDT paradigm.

7.1 Research Challenges
BCDT systems face a wide range of technical challenges due to the complexity involved in modeling, securing,

and managing digital representations of physical systems throughout the entire lifecycle. In the following, we
highlight several critical and interrelated issues that require further investigation to realize the potential of BCDT
in industrial applications.
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7.1.1 Multi-Modal Modeling. The integration of diverse data sources, including sensor signals, control logic,
simulation outputs, and human intent, is fundamental for DTs. Establishing a unified and consistent modeling
framework is essential for accurately reflecting the state and behavior of POs in real-time. Achieving consistent
modeling across modalities in dynamic industrial environments requires real-time synchronization, contex-
tual awareness, and adherence to physical laws. For example, modeling an aircraft DT may combine deep
learning–based predictions with physics-driven aerodynamic and electromagnetic models, alongside symbolic
reasoning for operational logic [182]. However, building scalable and trustworthy modeling pipelines remains
a challenge. García-Valls et al. [51] emphasize coordination issues in collaborative DT refinement, even with
BC support. Similarly, Bamakan and Far [14] note that while BC improves trust and traceability in distributed
modeling, it can introduce latency and structural rigidity, limiting the scalability and adaptability of multi-modal
DT systems.

7.1.2 Trusted Data and Input Validation. The reliability of DT behavior depends on the quality of input data. In
BCDT systems aggregating heterogeneous sources, maintaining consistency, semantic alignment, and schema
compliance remains challenging [129, 143]. Tang et al. [177] note that even with BC support, federated BCDT
architectures struggle with enforcing trustworthy updates and detecting unreliable nodes in resource-limited
or delay-sensitive environments. Mohammed et al. [120] further point out that BC enhances traceability but
cannot fully address alignment and interoperability issues in IIoT scenarios. Although BC offers immutability
and smart contract–based validation, its integration introduces latency, lacks semantic reasoning, and suffers
from throughput limits—especially for real-time assurance in multitier BCDT deployments. Ensuring lightweight,
scalable, and interpretable validation near the edge remains an open research challenge requiring advances in BC
infrastructure, smart contract design, and data governance.

7.1.3 Security and Availability of Digital Entities. Ensuring security and availability of DT instances is critical for
BCDT systems, particularly in open and collaborative industrial environments. Virtualizing POs within secure DTs
reduces attack surfaces, while BC supports decentralized access control and auditability through smart contracts
[195, 212]. BC mechanisms enhance cybersecurity in DT contexts [112], mitigating threats like data tampering
and DDoS attacks via enforced policy constraints [128]. Zhang et al. developed a BCDT synchronization platform
for production logistics that maintains trusted coordination and consistency under dynamic conditions [211].
Yet, BC consensus introduces latency and computational overhead that may impair DT responsiveness, and
smart contracts lack adaptability under unstable or degraded network conditions. Moreover, BC’s transparency
may expose sensitive operational or personal data, especially in cross-organizational DT scenarios with varying
privacy requirements. As BCDT systems scale, ensuring availability, timely synchronization, and consistency
under adversarial or unstable conditions remains a pressing challenge.

7.1.4 Governance and Multi-party Control. Cross-organizational deployments of BCDT systems introduce frag-
mented ownership, inconsistent governance policies, and coordination conflicts, which complicate lifecycle
management of digital assets [182]. While smart contracts and BC-based digital tokens such as NFTs can formal-
ize access rights and operational roles, enforcing coherent governance across heterogeneous participants remains
a core challenge [176]. In practice, variations in legal frameworks, trust boundaries, and domain-specific rules
hinder consistent execution and auditing. Recent work has introduced orchestration-based governance using
smart contracts to coordinate multi-party workflows, but technical complexity and lack of standard interfaces
limit scalability [43]. Efforts to simplify policy enforcement through low-code tools have shown promise, though
ensuring cross-domain compatibility and accountability continues to present challenges [29].

7.1.5 Scalability and Resource Efficiency. Meeting performance demands in BCDT systems is particularly chal-
lenging in resource-constrained IIoT environments. Improvements in scalability through alternative consensus
protocols, federated learning, and sharding come at the cost of increased architectural complexity and coordination
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overhead [72]. Adaptive strategies such as reinforcement learning-based scheduling [1] and hybrid cloud–edge
deployments [124] offer improvements, yet challenges in latency, synchronization, and energy efficiency re-
main. On-chain delays in block propagation and transaction confirmation continue to hinder responsiveness
in time-sensitive scenarios. Moreover, frequent updates and smart contract interactions on public BCs (e.g.,
Ethereum) incur high transaction fees [53]. While layer-2 rollups [152], batching [133], and migration to fee-less
permissioned chains offer relief, they often trade off decentralization, transparency, or flexibility.

7.1.6 Dynamism and Fault-Tolerant Continuity. BCDT systems operate in dynamic industrial settings character-
ized by frequent failures, human errors, data inconsistencies, and fluctuating workloads. Maintaining real-time
synchronization between DTs and POs under such conditions remains a major challenge, as DTs must reflect
external changes while preserving continuity even when the PO is offline. Fault-tolerant architectures are essential
to support uninterrupted operations. Maintaining consistency across distributed environments during volatile
states remains a significant obstacle [210]. Shard-based Byzantine fault-tolerant methods with reputation mecha-
nisms have been explored to secure DT updates in zero-trust settings, though large-scale deployment remains
challenging [132]. Incentive-aligned BC models using evolutionary games foster stakeholder collaboration but
add coordination and trust complexity [215].

7.2 Future Directions
The future of BCDT lies in enabling secure, auditable, and standards-aligned data utilization. BC can serve as a

trust anchor for end users and stakeholders, but further efforts are needed to optimize its logic and performance
to improve the applicability of BCDT. Some possible research directions will be briefly discussed as follows.

7.2.1 Standardization. The DT paradigm currently lacks unified standards, limiting scalability and interoper-
ability. Enabling cross-vendor compatibility in distributed environments requires standardized data repositories,
interfaces, and modeling components [186]. However, most BCDT implementations rely on application-specific
models, leading to semantic inconsistencies and limited cross-domain integration [147]. Future efforts should
focus on lightweight, modular standards that bridge physical–digital heterogeneity, enable dynamic updates, and
support efficient operation across edge and BC layers.

7.2.2 Servitization and Augmentation of the Digital Twin. Future BCDT systems are expected to deliver DTs as
configurable, service-oriented components rather than static representations. Servitization enables on-demand
access to DT capabilities, where smart contracts define usage rights, automate compliance, and enforce function-
level control across diverse service tiers [139]. However, enabling secure enhancement introduces challenges in
authentication, authorization, and runtime adaptability. Attribute-based encryption integrated with the BC has
been proposed to enforce fine-grained access in decentralized environments, although performance bottlenecks
persist [36]. Thus, future research should develop programmable service orchestration frameworks that balance
flexibility, security, and accountability—particularly for DTs deployed in multi-stakeholder industrial ecosystems.

7.2.3 Simulation Recording and Audit. Simulation capabilities are fundamental to DTs, enabling the prediction of
PO behavior under varied operational scenarios. However, ensuring that simulation processes and outcomes
are verifiable, traceable, and auditable remains a challenge—especially in safety-critical applications where
decisions depend on simulation integrity. Recent efforts propose risk-aware auditing frameworks to classify
vulnerabilities in simulation pipelines and verify the trustworthiness of digital evidence [134]. BCDTs offer a
promising foundation by using smart contracts to enforce simulation workflows, validate assumptions, and
provide transparent accountability among stakeholders [116]. Nonetheless, future work must focus on designing
lightweight, scalable audit mechanisms tailored to decentralized, multi-party DT environments.

ACM Comput. Surv., Vol. , No. , Article . Publication date: March 2025.



Blockchain in the Digital Twin Context: A Comprehensive Survey • 25

7.2.4 Intellectualisation. With the increasing autonomy and interconnectivity of DTs, the deployment across
organizational, social, and even individual domains brings new governance and coordination challenges. In
complex environments, multiple replicas of the same PO may exist—each operated by distinct agents or stakehold-
ers—which can lead to conflicts in updating the PO’s state or executing actions on its behalf. Recent proposals
such as Twin3 leverage BC-backed identity systems to embed rich, multidimensional traits into personal DTs,
facilitating more trustworthy interactions in decentralized ecosystems through Proof-of-Authenticity (PoA)
mechanisms [200]. Moreover, in large-scale virtual environments—such as the emerging concept of Virtual
Cities—DTs are evolving from static monitoring tools into intelligent agents capable of autonomous reasoning and
adaptive behavior [127]. Future research should investigate robust coordination protocols and ethical frameworks
to regulate replication, decision-making authority, and ownership transfer among DT agents [182].

7.2.5 BCDT-Enabled Smart Sensors. Although BC enhances the security and traceability of DT systems, their
overall reliability depends heavily on the quality of sensor data. Traditional sensors often fail to meet the precision,
consistency, and adaptability required in modern industrial applications. Recent developments in smart sensors
that combine digital acquisition, edge analytics, and communication capabilities have improved the responsiveness
and autonomy of BCDT systems [135]. Future research should focus on improving sensor accuracy, resolution, and
robustness while ensuring compatibility with BC infrastructures. Embedding lightweight consensus mechanisms
within sensing modules can further enable secure and real-time data validation at the edge, reinforcing trust in
decentralized and time-sensitive BCDT environments.

7.2.6 Cross-chain Protocols for BCDT. Heterogeneity in data models, consensus protocols, and contract logic
across BC platforms limits BCDT interoperability and scalability in multi-party industrial contexts. Ding et
al. [43] proposed ManuChain4.0, a layered framework enabling smart contract negotiation and real-time data
exchange across BC and IOTA Tangle networks. Future research should enhance orchestration frameworks
with standardized interfaces, lightweight adapters, and decentralized gateways to enable efficient, consistent
communication.

7.2.7 Lightning Network. Timely responsiveness is critical in BCDT applications, particularly those involv-
ing dynamic service delivery and user-triggered operations. Traditional BC systems often introduce latency
and transaction costs that limit their suitability for real-time interactions. To address these limitations, the
lightning network—a layer-2 protocol—enables rapid, low-cost off-chain transactions through peer-to-peer
payment channels, improving the responsiveness of time-sensitive services. In the context of BCDT, lightning
network mechanisms can support microtransaction-based access to DT functions such as real-time data queries,
computation, and visualization [163].

8 CONCLUSION
In the context of Industry 4.0, BCDT provides a new paradigm for solving the key challenges of DT systems

in data credibility, cross-domain interoperability,and decentralized governance. This survey systematically
sorts out the theoretical framework, technical architecture and application practice of BCDT from a lifecycle
perspective. The deep collaboration of BCDT with IIoT, federated learning, 5G/6G and other technologies can
significantly enhance the reliability of DTs in scenarios such as industrial manufacturing and smart cities. Typical
implementation solutions based on Ethereum and Hyperledger have verified its feasibility in real-time data
traceability and privacy protection. However, the current development still faces twelve key challenges: the
technical level needs to break through the bottleneck of multimodal modeling and computing power constraints,
and the application level urgently needs to establish an explainability framework and cross-chain interoperability
standards. Looking to the future, the mature application of BCDT needs to focus on three major directions: (1)
lightweight BCDT integrated architecture design, (2) construction of a quantitative evaluation system for security
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and performance, and (3) innovation of decentralized DT governance mechanisms. As technical standards are
gradually improved, BCDT is expected to become the core enabling technology for trusted digital transformation
in key areas, providing new theoretical support and practical paths for the evolution of intelligent infrastructure.
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