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Abstract
This paper introduces a Blockchain-based overlay network that
allows users to authenticate and access services across different
MNOs without requiring prior agreements. The overlay leverages
smart contracts for decentralized access control and IPFS for secure,
shared storage of encrypted subscription data. A hybrid testbed
using OpenAirInterface, Magma Core, Go Ethereum, and IPFS vali-
dates the system, demonstrating comparable latency, secure, and
scalable cross-operator authentication—supporting flexible inter-
operator collaboration in future B5G/6G networks.
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1 Introduction
As mobile networks evolve toward Beyond 5G and 6G, existing
3GPP-standardized architectures face limitations in supporting
emerging use cases like private networks, cross-border mobility,
and multi-tenant infrastructure sharing. These scenarios require
dynamic and secure collaboration among multiple Mobile Network
Operators (MNOs). However, current mechanisms, such as the Au-
thentication and Key Agreement (AKA) protocol, rely on static trust
relationships and bilateral agreements, making them inadequate
for the flexible and scalable requirements of future networks [4].

Building on previous work [1], which uses Blockchain and IPFS
for subscription management within a single MNO, this document
extends the architecture to enable inter-MNO collaboration which
is crucial for Beyond 5G and 6G networks. It proposes a Blockchain-
based overlay network that provides decentralized access control
and authentication across different MNOs without relying on static
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trust or bilateral agreements. In this method, subscription data
is securely stored off-chain in IPFS using a hybrid cryptosystem.
Unlike traditional 3GPP AKA protocols, which rely on fixed trust
relationships, the proposed solution uses smart contracts to handle
more dynamic situations involving external providers. This allows
for a more scalable and flexible system that doesn’t require pre-
established trust between all parties.

We developed a Blockchain-based cellular network testbed to
validate our approach, using OpenAirInterface for the radio access
network, Magma Core for core network functionalities, and Go
Ethereum as the Blockchain platform. To enable seamless inter-
action between the Blockchain, IPFS (for decentralized storage),
and the cellular core components, we created a module written
in Node programming language that handles data exchange and
coordination across these systems. This setup allowed us to test
the integration and performance of our proposed solution in a
controlled environment.

Note: This study focuses specifically on the authentication func-
tion in the context of inter-MNO roaming agreements. While other
essential functions, such as billing and routing, are acknowledged,
they fall outside the scope of this work.

2 System Design
In this paper, we propose a blockchain-based system designed to
securely manage user identities, access attributes, and service agree-
ments across mobile networks. When a user connects to an exter-
nal provider, their registration and access control data are handled
through smart contracts, enabling decentralized and verifiable inter-
actions. The user’s public key and service plan are securely stored
and referenced during the AKA procedure, ensuring mutual au-
thentication while maintaining compatibility with standard cellular
protocols. All sensitive data are stored off-chain for enhanced per-
formance, and a hybrid cryptographic approach is used for privacy
and security of these data.

The proposed architecture assumes secure off-chain communica-
tion, next-generation eSIMs capable of storing Blockchain creden-
tials, and the proper authorization and certification of all participat-
ing entities. When a user attempts to connect to an external con-
nectivity provider, their device shares its Blockchain address along
with the identifier of its home MNO. The external provider then
uses smart contracts to verify the user’s identity, validate access
permissions, and ensure the integrity of the request. To complete
mutual authentication, the provider coordinates with the home
MNO, which verifies the provider’s legitimacy and permission to
serve the user, then assists in validating the user’s credentials.
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Figure 1: An overview of the Blockchain-based end-to-end
testbed for authentication processes of a local user (L1-L4)
and a visiting user (V1-V4).

Overall, the proposed overlay network enhances flexibility and
scalability in Beyond 5G networks by enabling decentralized col-
laboration between operators while maintaining security, account-
ability, and compatibility with existing mobile network standards.

3 Evaluation
To validate our Blockchain-based authentication framework, we de-
veloped an end-to-end testbed, illustrated in Figure 1. The testbed in-
tegrates a private LTE network with a private Ethereum Blockchain.
The LTE network is built using OpenAirInterface and Magma Core,
and includes a UE (Samsung Galaxy S4 with a programmable SIM), a
radio access network (RAN) based on a USRP B210 software-defined
radio, and a core network using Magma with containerized compo-
nents such as the MME and subscriber database. The Blockchain
component is implemented using Geth (Go Ethereum), running
eight nodes configured with the Clique proof-of-authority (PoA)
consensus mechanism. Smart contracts are written in Solidity, and
all blockchain interactions are managed through the web3.js library.

The testbed supports two scenarios: local users are authenti-
cated through the standard LTE procedure, while visiting users are
verified through the Blockchain overlay.

The integration of Blockchain in the LTE authentication work-
flow introduced several challenges. In a typical LTE setup, the MME
communicates with the subscriber database (HSS) over the S6a in-
terface using the Diameter protocol. However, this protocol is not
compatible with Blockchain-based logic. To overcome this, we de-
veloped a module written in Node programming language that can
parse Diameter messages and forward the necessary data to the
Blockchain for processing.

Another significant challenge involved SIM card limitations. The
programmable SIMs we used could not be reconfigured to store
Blockchain-related cryptographic keys. Moreover, the Milenage
algorithm, commonly used for LTE authentication, is tightly in-
tegrated with both the SIM, MME, and HSS. To resolve this, we
adapted the vector generation module to retrieve data from the
Blockchain and compute Milenage vectors, maintaining compat-
ibility with LTE authentication while enabling evaluation of the
Blockchain mechanism.

The evaluation process is divided into two distinct phases, out-
lined below. 1) We assess 3GPP-based authentication by measur-
ing message-level latency using Wireshark. Our prototype shows
slightly higher latency compared to the conventional testbed, pri-
marily due to the Blockchain layer and its non-optimized configura-
tion, although overall performance remains comparable (Figure 2);
2) We evaluate the scalability of the proposed authentication pro-
cess (Figure 3). The system handles up to 1000 concurrent requests
with minimal latency increase, even with multiple validator nodes,
demonstrating its scalability and suitability for high-demand net-
works.
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Figure 2: Latency measurement for different steps in AKA
procedure.
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Figure 3: Scalability assessment with varying number of val-
idator nodes.

4 Discussion and Future Directions
This work proposes a Blockchain-based overlay network to enable
secure, decentralized authentication and billing in collaborative cel-
lular networks, while remaining compatible with existing systems.
Key challenges include managing ownership, ensuring node diver-
sity, and addressing scalability trade-offs. Techniques like Layer 2
solutions, chain sharding [2, 3], and custom Blockchain designs can
improve performance. Data privacy is preserved through restricted
access and minimal data use.

Future research can focus on enhancing network scalability and
latency, extending support to additional procedures (billing and
routing), and expanding the testbed for broader validation. Explor-
ing Blockchain models specifically tailored for cellular networks
could further optimize performance and support real-world deploy-
ment at scale.
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